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ABSTRACT

Single-Sign-On (SSO) protocols enable companies to estab-
lish a federated environment in which clients sign in the
system once and yet are able to access to services offered by
different companies. The OASIS Security Assertion Markup
Language (SAML) 2.0 Web Browser SSO Profile is the emerg-
ing standard in this context. In this paper we provide for-
mal models of the protocol corresponding to one of the
most applied use case scenario (the SP-Initiated SSO with
Redirect/POST Bindings) and of a variant of the protocol
implemented by Google and currently in use by Google’s
customers (the SAML-based SSO for Google Applications).
We have mechanically analysed these formal models with
SATMC, a state-of-the-art model checker for security proto-
cols. SATMC has revealed a severe security flaw in the pro-
tocol used by Google that allows a dishonest service provider
to impersonate a user at another service provider. We have
also reproduced this attack in an actual deployment of the
SAML-based SSO for Google Applications. This security
flaw of the SAML-based SSO for Google Applications was
previously unknown.

Categories and Subject Descriptors

C.2.0 [Computer-Communication Networks|: General—
Security and protection; C.2.2 [Computer-Communication
Networks]: Network Protocols—Protocol verification; C.2.6
[Computer-Communication Networks]: Internetwork-
ing—Standards, SAML, TLS; D.2.4 [Software Engineer-
ing]: Software/Program Verification—Formal methods, Model
checking; E.4 [Coding and Information Theory]: For-
mal models of communication; F.3.2 [Logics and Mean-
ings of Programs]: Semantics of Programming Languages—

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not made or distributed for profit or commercial advantage and that copies
bear this notice and the full citation on the first page. To copy otherwise, to
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.

FMSE’08, October 27, 2008, Alexandria, Virginia, USA.

Copyright 2008 ACM 978-1-60558-288-7/08/10 ...$5.00.

Process models, Program Analysis; K.4.4 [Computers and

Society]: Electronic Commerce—Security; K.6.5 [Management

of Computing and Information Systems]|: Security and
Protection— Authentication

General Terms

Security, Verification

Keywords

Security Protocols, SAML Single Sign-On, Bounded Model
Checking, SAT-based Model Checking

1. INTRODUCTION

The management of multiple user-names and passwords
is not only an annoying aspect of the current Internet, it is
also one of the most serious security weakness. Each system
requires that a client registers himself in order to access to
the services. But rather often a user is registered in several
web sites under the same user-name and with the same or
closely related passwords, which is not a secure practice. Or
they often forgets their user-name and password and the
user management system sends an unencrypted e-mail with
these confidential data.

Single Sign-On (SSO) protocols tackle the problem by
enabling companies to establish a federated environment
in which clients sign in the environment once and yet are
able to access to services offered by different companies.
The Security Assertion Markup Language (SAML) 2.0 Web
Browser SSO Profile (SAML SSO, for short) [15] is the
emerging standard in this context: it defines an XML-based
format for encoding security assertions as well as a num-
ber of protocols and bindings that prescribe how assertions
should be exchanged in a variety of applications and/or de-
ployment scenarios. SAML SSO is at the core of several
SSO solutions like the Liberty Alliance project [13] and the
Shibboleth Project [11]. In addition, established software
companies base their SSO implementations on SAML SSO.
This is the case of Google that developed a SAML-based
Single Sign-On for its Google Apps Premier Edition [7], a
service for using custom domain names with several Google



web applications (e.g. Gmail, Google Calendar, Talk, Docs
and Sites).

The security of a SAML SSO solution critically depends
on several assumptions (e.g. the trust relationships among
the involved parties) and security mechanisms (e.g. the se-
cure transport protocols used to exchange messages). The
many security recommendations that are available through-
out the bulky SAML specifications are useful in avoiding the
most common security pitfalls but are of little help in en-
suring their absence. It is therefore very difficult to achieve
the needed level of assurance even for very simple instances
of the protocol.

In this paper, we provide a formal model of the protocol
corresponding to one of the most employed use case scenario
of the SAML Web Browser SSO Profile: the SP-Initiated
SSO with Redirect/POST Bindings. We have mechanically
analysed it with SATMC, a state-of-the-art model checker
for security protocols. In doing this we have extended previ-
ous work on SAML SSO (e.g. [8, 10]) (i) by considering the
latest version of the SAML specifications (i.e. SAML 2.0),
(i) by relaxing the assumptions on the trustworthiness of
the principals, and (74) by using a more general model of
the transport protocols.

We have also built a formal model of the protocol im-
plemented in the SAML-based SSO for Google Apps and
analysed it with SATMC. SATMC has revealed a severe se-
curity flaw in Google’s variant of the protocol that allows a
dishonest service provider to impersonate a user at another
service provider. We have also reproduced this attack in
an actual deployment of the SAML-based SSO for Google
Applications. This security flaw of the SAML-based SSO
for Google Applications was previously unknown. We have
promptly reported this vulnerability to Google as well as to
the Computer Emergency Response Team (CERT). At the
time of this writing Google is instructing their customers
to implement measures to mitigate potential exploits and
has started offering a new version of the SSO service which
does not suffer from the problem. CERT will soon release a
vulnerability report describing the problem.

Structure of the paper.

In the next section we give a brief introduction of the
SAML SSO. In Section 3 we describe the specification for-
malism we use to specify security protocols, the properties of
the transport protocols and the security properties that the
protocols are expected to meet. In Section 4 we present the
results of our analysis of the SAML SSO with SATMC. In
Section 5 we discuss some of the related work and in Section
6 we conclude.

2. THE SAML WEB BROWSER SSO PRO-
TOCOLS

SAML specifications are based on the notions of asser-
tions, protocols, bindings and profiles: A SAML assertion is
an XML expression encoding a statement about a principal
(also called subject). In this paper we will consider only a
special type of assertions, called authentication assertions.
An authentication assertion states that a given subject was
authenticated by a particular means at a particular time.
Protocols prescribe how assertions should be exchanged and
bindings detail how assertions can be mapped into transport
protocols, e.g. SOAP or HTTP. Finally, profiles define the

use of SAML assertions, protocols and bindings so to meet
some specific use case requirements (e.g. SSO). This is done
to the minimum extent needed to guarantee the interoper-
ability among different implementations. As a consequence,
SAML SSO is a framework which needs to be instantiated
according to the requirements posed by the application sce-
nario and the available security mechanisms.

Three roles take part in the protocol: a client (C), an iden-
tity provider (IdP) and a service provider (SP). C, typically
a web browser guided by a user, aims at getting access to
a service or a resource provided by SP. IdP authenticates C
and issues corresponding authentication assertions. Finally,
SP uses the assertions generated by IdP to give C access to
the requested service. A session is a particular run of the
protocol, in which each role is played by a specific principal.

The Web Browser SAML 2.0 SSO profile [14] provides a
wide variety of options, primarily having to do with two
dimensions of choice: first whether the message flows are
IdP-initiated or SP-initiated, and second, which bindings
are used to deliver messages between the IdP and the SP. In
this paper we report on the SP-initiated SSO using a Redi-
rect Binding for the SP-to-IdP <AuthnRequest> message and
a POST Binding for the IdP-to-SP <Response>. The proto-
col is depicted in Figure 1. In step S1, C asks SP to provide
the resource located at the address URI. SP then initiates
the SAML Authentication Protocol by sending C a redirect
response directed to IdP containing an authentication re-
quest of the form AuthReq(ID,SP)—where ID is a string
uniquely identifying the request—and the address URI of
the resource. IdP then challenges C to provide valid cre-
dentials and—if the authentication succeeds—IdP builds an
authentication assertion AA = AuthAssert(ID, C, IdP, SP)
and places it into a response message Resp = Response(ID,
SP,1dP, {AA}KI};), where {AA}KI}; is the assertion digi-

tally signed with delp, the private key of IdP. (As unneces-
sary for our findings, we will not model how the authentica-
tion between C and IdP is performed, but we simply assume
it is successful.) IdP then places Resp into an HTML form
as a hidden form control and sends it back to C. For ease of
use purposes, the HTML form is typically accompanied by
script code that automatically posts the form to SP. This
completes the protocol and SP can deliver the requested re-
source to C.

The protocol discussed above results from a considerable
effort we put into a careful scrutiny and interpretation of
the modular and open, but informal and bulky SAML 2.0
specifications.

Our interpretation of the standard seems to differ from
the one of Google whose SAML-based Single Sign-On for
Google Applications deviates from the above protocol for
a few, seemingly minor simplifications in the messages ex-
changed:

(G1) ID and SP are not included in the authentication as-
sertion, ie. AA is AuthAssert(C,IdP) instead of
AuthAssert(ID, C, IdP, SP);

(G2) ID, SP and IdP are not included in the response, i.e.
Resp is Response({AA}, 1) instead of Response(ID,
IdP

SP,1dP, {AA}y 1 ).

The online static demo of the SAML-based SSO for Google
Apps, available on Google at http://code.google.com/apis/

apps/sso/saml_static_demo/saml_demo.html, illustrates each
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Figure 1: SP-Initiated SSO with Redirect/POST Bindings
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click the Generate SAML Request button, prompting Google to
create the SAML request, The request contains four variables:

* AUTHN_ID - A 160-hit string containing a string of randomly
generated characters.

ISSUE_INSTANT - A timestamp indicating the date and time
that Google generated the request.

PROVYIDER_NAME - & string identifying the service provider's
domain {google.com),

ACS_URL - The URL that the service provider uses to verify a
SAML response. This demo uses the following URL:

*

*

*

https: /fwww.google.comfafpsosamldemo.netfacs

Generate AuthnReguest |

Step 3: Submitting the SAML Request

You can now review the generated SAML request before submitting it
to the identity provider.

Generated SAML XML

<7uml version="1.0" encoding="UTF-2" 7>
<samlp:authnReguest

Wersio 2,
Issuelnstant="2006-05-02T08:49:402"
ProtocolBinding="urn:oasis:names.tc:SAML: 2.0:bindings :HTTP-Redi

ProviderMame="google.com"
AssertionConsumerServiceURL="https: /fwww .google . comfhosted/y

1 I i

Encoded Redirect URL to Identity Provider's SSO Service

identity_provider.html?SaMLRequest=elxdkE1PwzAMhs%2FOF 1xub
N il

Submit AuthnRequest | Cancel |

-

<AuthnStatement Authnlnstant="2006-08-17T710:05:292">
<futhnContext>
<AuthnContextClassRef>
urnioasisinames:toiSAML:2.0:aciclasses:Password
<fauthnContextClassRefs
< fAuthnContexts
<fauthnStatements
<fhssertions
«feamlp:Responses

4| | i

The SAML response contains the following variables:

*

RESPONSE_ID - & 160-bit string containing a set of randomly
generated characters. The code calls the Util.createID( )
method to generate this value.

ISSUE_INSTANT - & timestamp indicating the date and time
that the SAML response was generated. The code calls the
Util.getDateAndTime{ Y method to generate this value,

L

ASSERTION_ID - & 160-hit string containing a set of randomly
generated characters, The code calls the Util.createID( )
method to generate this value.

*

USERNAME_STRING - The username for the authenticated
user. Modify the ProcessResponseServlet.login{ ) method to
return the correct value,

L]

NOT_BEFORE - & timestamp identifying the date and time
befare which the SAML response is deemed invalid. The code
sets this value to the Issuelnstant value from the SaML
request,

+ NOT_OM_OR_AFTER - A timestamp identifying the date and
time after which the SAML response is deemed invalid.

L

AUTHMN_INSTANT - & timestamp indicating the date and time
that you authenticated the user,

Submit SAML Response

MNote: By clicking this button, you will submit a form to the ACS URL
and log in to the demouser@psosamldemo.net Gmail account,

[«

Figure 2: Screenshot of the online static demo of the SAML-based SSO for Google Apps

step of the SAML workflow between Google and a partner
IdP and allowed us to spot these divergences. Figure 2 de-
picts a screenshot of this static demo. The frame on the left
hand side represents the SP while the one on the right hand

side captures the IdP. The authentication response gener-
ated by the IdP in the demo (see Figure 4) contains neither
the ID nor the SP fields occurring in the authentication re-
quest created by the SP (see Figure 3). As we will see in



Section 4 these changes compromise the security of the pro-
tocol.!

The security of the SAML SSO Protocol relies on a num-
ber of assumptions about the trustworthiness of the princi-
pals involved as well as the security of the transport proto-
cols employed that we summarise hereafter.

Trust Assumptions. The protocol assumes that IdP is trust-
worthy for both C and SP, but SP is not assumed to be
trustworthy. In accordance with this in our analysis we will
consider protocol sessions in which C and SP can be played
by the intruder, while we assume that IdP is played by an
honest agent.

Assumptions on the communication channels. Communica-
tions between the parties are subject to the following as-
sumptions:

(A1) the communication between C and SP is carried over
a unilateral SSL 3.0 or TLS 1.0 channel (henceforth
SSL/TLS), established through the exchange of a valid
certificate (from SP to C); and

(A2) the communication between C and IdP is carried over
a unilateral SSL/TLS channel that becomes bilateral
once C authenticates itself on IdP. This is established
through the exchange of a valid certificate (from IdP
to C) and of valid credentials (from C to IdP).

Under the above assumptions the protocol is expected to
meet the following security properties: (1) SP authenticates
C, i.e., at the end of its protocol run SP believes it has
been talking with C; and (%) Resource must be kept secret
between C and SP.

3. FORMALISATION OF THE SAML SSO
PROTOCOL

We focus on the problem of determining whether the con-
current execution of a finite number of sessions of the pro-
tocol enjoys the expected security properties in spite of the
interference of a malicious intruder. We show that this prob-
lem can be recast into a model checking problem of the form

M (Cr=G) (1)

where M is a labelled transition system modelling the initial
state of the system and the behaviours of the principals (in-
cluding the intruder), C7 is a conjunction of LTL formulae
(henceforth called LTL constraints) constraining the allowed
behaviours of the intruder, and G is an LTL formula stating
the security property that the protocol is expected to enjoy.

A fact is a ground (i.e. variable free) atomic formula of
a first-order language with sorts. If T' is a sort, then the
domain of T is a set of ground (i.e. variable-free) terms of
sort T. Since our model checking technique carries out a
bounded analysis of the protocols, we assume that the do-
mains of all sorts are finite. (The computation of finite over-
approximation of the domains can be done in polynomial
time by carrying out a static analysis of the protocol [3].)

LAt the time of this writing Google has been promptly in-
formed by us about our findings and it has already released
a new version of the SAML-based SSO for Google Apps not
suffering from the attack reported by us. The online static
demo hosted at Google is thus likely to be changed accord-

ingly.

We represent the states of M as sets of facts and its tran-
sitions as set-rewriting rules that define mappings between
sets of facts. If S is a set of facts, then we interpret the facts
in S as the propositions holding in the state represented by
S, all other facts being false in that state (closed-world as-

sumption). Let (L 2 R) be (an instance of) a rewrite rule
and S be a set of facts. If L C S then we say that p is appli-
cable in S and that S" = app,(S) = (S'\ L) U R is the state
resulting from the execution of p in S. A path 7 is an al-
ternating sequence of states and rules Spp1S1 ... Sn—1pnSn
such that S; = app, (Si—1) (i.e. S; is a state resulting from
the execution of p; in S;—1), for ¢ = 1,...,n. If, addition-
ally, So C Z, then we say that the path is initialised. Let
™ = Sop1Si...Sn—1pnSn be a path. We define (i) = S;
and m; = Sipi+1Si+1 ... Sn—1pnSn. 7(i) and m; are the i-th
state of the path and the suffix of the path starting with
the i-th state respectively. We also assume that paths have
infinite length. This can be always obtained by adding stut-
tering transitions to the transition system.

The language of LTL we consider uses facts and equal-
ities over ground terms as atomic propositions, the usual
propositional connectives (namely, =, V) and the temporal
operators F (eventually) and O (once). Let 7 be an ini-
tialised path of M, an LTL formula f is valid on 7, written
m k= f, if and only if (7,0) = f, where (m,¢) = f (f holds
in 7 at time 4) is inductively defined as follows:

(i) Ef i fen()
1) = (t1 = t2) iff t1 and t2 are the same term
iff (m,4) = f

E(fvg) iff (mi)Efor(mi)Eg
EFf iff exists j € [i,00).(m, j) E f
iff 35 € [0,4).(m,5) = f

In the sequel we use (fAg), (f = g) and G f as abbreviations
of =(=f VvV g), (-f V g) and =F~f respectively. Moreover,
if X is a variable of sort 7', then with dom(X) we denote
the domain of T and use VX.f and 3X.f as an abbreviation
of the formulae A, ;,,.(x) fIt/X] and V¢ yom(x) f[t/X] re-
spectively, where f[t/X] is the formula obtained by substi-
tuting all free occurrences of X in f with the term ¢. Finally
we use V(f) and 3(f) as abbreviations of VX;....VX,.f and
3Xi....3X,.f respectively, where Xi,..., X, are the free
variables of the formula f.

In Section 3.1 we show how the behaviours of the princi-
pals can be specified using a set-rewriting formalism. This
amounts to specifying the model M of (1). In Section 3.2
we show how assumptions on the behaviour of the intruder
can be specified by means of LTL constraints (correspond-
ing to the Cr constraints of (1)). Finally in Section 3.3 we
show how the security properties that the protocol is ex-
pected to enjoy can be specified by means of LTL formulae
(corresponding to the formula G in (1)).

3.1 Formalising the Behaviour of Principals

Facts are expressions of the form given in the left column
of Table 1 and whose informal meaning is described in the
right column. The constant i of sort AGENT is used to
denote the intruder. If S is a set of facts representing a
state, then the state of the honest principal a is represented
by all the facts of the form stater(j,a,es, s) (called state-
facts) occurring in S. By construction, for each session s and
for each principal a there exists at most one fact of the form
stater(j,a,es, s) in S. Notice that this does not prevent an



<samdp: AutlmRequest ID="fpageplbhmddfodbmnfhdgnimeldeckijbes” Version="2.0" IssueInstant="2004-05-02T0E:42:40Z"
ProtocolBmding="urn:0asiznames tc: 2 AML.2 0bindings HT TP -Eedirect” ProviderName="google. com"
AssertionConsumerServiceURL="https/fwww. google comhostedipsosamldemo netfacs"/>

Figure 3: SAML Authentication Request from the online static demo

— <samlp: Response ID="hedangiflfodeigidasyp dnfikdbnegddealebo” Issuelnstant="2006-08-17T10:05:292" Version="2 "=

— <Signature>
+ <SignedInfo></Signedlnfo>
+ <Signature Value></Signature Value >
+ <KeyvInfo></KeyInfo>
<fSignature>
— <gamlp: Status>

<samlp: StatusCode Value="urn oasiznames:tc:SAWL-2 Ostatus: Success"i=

<{samlp: Status=

— <Assertion ID="domnoaponchiefoptdecimaep odimmbpn" Issuelnstant="2003-04-17T0046:022" Version="2 (">

<Issuer=httpsfwww opensaml orgTDP </Tssuer>
— <Subject>

<NamelD} Format="urn:casisnamestc2 5001 Lnameid-fonmat.email & ddress"= demouser </Namell}=
<SubjectConfirmation Method="urn casisnamesto:SAWNL2 Ocmbearer"/=

<fSubject>

<Conditions NotBefore="2003-04-17T00:46:022" NotOnOrAfter="2008-04-17T00:51:.022"> </Conditions>
— <AnthnStatement AunthnInstant="2006-05-17T10:05:252"=

— <AnthmContext>

<AuthnContextClassEef> urnioasisnames:to: 3 AML:2 Oac:classes Password </AnthnContextClassRef>

<fAuthnContext>
<fAunthmStatement=
<fAssertion>

<fsamlp:Response>

Figure 4: SAML Authentication Response from the online static demo

agent from playing different roles in different sessions. No
state-fact is associated with the intruder.

While the initial state of the system defines the initial
knowledge of the intruder (usually including its cryptographic
material, various agent identifiers, their public keys and the
communication channels on which the intruder has some
control) and the initial state of all the honest principals in-
volved in the protocol sessions considered, rewriting rules
specify the evolution of the system. The behaviour of hon-
est participants is specified by rules of the form:

receive(A,B,RS,M,Ch)
bbbt it bt AN

sent(RS,B, A, M, Ch) rcvd(A,B,M,Ch) (2)

send; (A,B,B1,...,S)
g,

rcvd(A,B,M, Ch).state,(j, A, es,S)
sent(A, A, B1,M1,Chl).state,(/,4,es’,S) (3)

Rule (2) models the reception of a message by an honest
agent, whereas rule (3) models the processing of a previ-
ously received message and the sending of the next protocol
message. Notice that rule (3) may take slightly different
forms depending on the type of the protocol step modelled.
For instance, if 7 = 1 and A plays the role of initiator (i.e.
the principal that sends the first message of the protocol),

the fact rcvd(A,B,M, Ch) is not included in the left hand side
of the rule. Similarly, if a fresh term must be generated
and sent, then ¢(N) and c(s(N)) are included in the left and
right hand sides of the rule respectively. A further variant is
necessary when the step involves either a membership test
or an update of a set of elements. In this case the facts of
the form contains(db, m) must be properly included in the
rules.

To illustrate we consider the protocol steps in which the
authentication request sent by SP and received by C is redi-
rected to IdP. This transition is modelled by rule (2) and by
the following one, in which C forwards to IdP the message
A1 received from SP (see Figure 1):

rcvd(C, SP, (C, IdP, authReq(ID, SP), URI), SP2C).

statec(2,C, [SP,URT, . . ], §) S22,

sent(C,C, IdP, (C, IdP, authReq(ID, SP), URI), C2SP).
statec(3,C, [IdP, ID, SP,URI, .. ], S)
where SP2C and C2SP are the channels used by C and SP to

communicate with each other. (Channels in our model are
unidirectional: if x and y are principals, then 22y denotes a



Table 1: Facts and their informal meaning

Fact |

Meaning

state,(J, a,es, s)

Principal a, playing role r, is ready to execute step j in session s of the protocol, and es is a
list of expressions representing the internal state of a and thus affecting her future behaviour.

ik(m) | The intruder knows message m.

sent(rs, b, a, m, ch)

Principal rs has sent message m on channel ch to principal a pretending to be principal b.

rcvd(a, b, m, ch)
but a has not processed it yet.

Message m (supposedly sent by principal b) has been received on channel ch by principal a,

c(n) | Term n is the current value of the counter used to construct fresh terms. This value is incre-
mented every time a fresh term is used.

contains(db, m)

Message m is contained into set db. Sets are used, e.g., to share data between honest principals.

channel used by z to send messages to y and y2z denotes a
channel used by y to send messages to z.)
The abilities of the intruder are modelled according to the
standard Dolev-Yao attacker [6] by the following rules:
ik(M). ik(A) . ik(B). ik(Ch) A2,
sent(i,A,B,M,Ch).ik(M).ik(A).ik(B).ik(Ch)
sent(A, A, B, M, Ch) . ik(Ch) 2Pt BN,
rcvd(i, A, M, Ch). ik(M). ik(Ch)
sent(A, A, B, M, Ch). ik(Ch) orhear(ABMom),
sent(A, A,B,M,Ch).rcvd(i, A, M, Ch).ik(M).ik(Ch)

For instance, the first rule models the intruder that exploits
its knowledge to impersonate an agent A in sending a mes-
sage M to an agent B on a communication channel Ch. Finally,
the inferential capabilities of the intruder are modelled by
the following rules (where K is either K or K~ !, and K is K
if K=X"!and K is K~ * otherwise):

k(M) .« ik(K) 2PN ) L ik(K) « ik({M) 50
k(Mg )« ik(K) SN s (M) k) ik (E) « k(M)

ik(Mp) . ik(Mp) 2B Gy ), k(Mo L AR ((M1, M)

k(M My)) 220000 MM2) 5y My Mo)) L dk(My )« k(M)

3.2 Formalising the Communication Channels

As the security of SAML SSO ultimately depends on the
security of the transport protocols used to exchange the mes-
sages, special care must be paid in modelling the communi-
cation channels. We do this by constraining the behaviour of
the intruder through a number of LTL formulae each mod-
elling a specific security property that the underlying com-
munication channel is expected to enjoy.

Confidential channels.

A channel ch provides confidentiality if its output is ex-
clusively accessible to a given receiver p. In our model
this amounts to requiring that in every state S if a fact
rcvd(a,b,m,ch) € S, then a has exclusive access to the
channel. Thus, the condition that channel ch is confidential
to principal p can be formalised by the following formula:

confidential(ch,p) := GV(rcvd(A, B, M,ch) = A = p)

Authentic channels.

A channel provides authenticity if its input is exclusively
accessible to a specified sender. The condition that chan-
nel ch is authentic for principal p can be formalised by the
following constraint:

authentic(ch,p) :=
G V(sent(RS, A, B,M,ch)=(A=pA RS =p))

A run of SSL/TLS in which one of the two principals does
not have a valid certificate yields a unilateral authentic and
confidential channel. In order to model this type of channel
we relax the notions of confidential and authentic channels
as follows.

Weakly confidential channels.

A channel provides weak confidentiality if its output is
exclusively accessible to a single, yet unknown, receiver. In
our model this amounts to requiring that, for every state .S,
if a fact rcvd(a, b,m, ch) € S, then in all the successor states
the rcvd facts with channel ch must have a as recipient. The
condition that channel ch is weakly confidential can then be
formalised by the following formula:

weakly_confidential(ch) =
G V((rcvd(A, B, M,ch)AF rcvd(A', B', M’ ,ch)) = A = A")

Weakly authentic channels.

A channel provides weak authenticity if its input is exclu-
sively accessible to a single, yet unknown, sender. In our
model this amounts to requiring that, for every state .S, if
a fact sent(rs,a,b,m,ch) € S, then in all the succeeding
states the sent facts with channel ch must have rs as real
sender and a as official sender. The condition that chan-
nel ch is weakly authentic can then be formalised by the
following constraint:

weakly_authentic(ch) :=
G V((sent(RS, A, B, M, ch)AF sent(RS’, A, B', M', ch)) =
(A=A"ARS=RS"))

A run of SSL/TLS in which principal y has a valid cer-
tificate but principal x does not, is then modelled by a pair
of channels x2y and y2x, where x2y is confidential to y and
weakly authentic and y2x is weakly confidential and authen-
tic for y with the additional requirement that the principal
sending messages on 2y is the same principal that receives
messages from y2z. This can be formalised by adding the



following constraints to Cr:

unilateral_confidential_authentic(x, y, v2y, y2x) :=

(confidential (z2y,y) N weakly_authentic(x2y)A

weakly_confidential (y2z) A authentic(y2x,y)A
GV(Fsent(RS,z,y, M, x2y) A Frcvd(R,y, M', y2z))
= RS = R))

To illustrate the usage of the above constraints let us con-
sider the SAML SSO and its security recommendations in
matter of communication channels (cf. Section 2). Assump-
tion (Al) requires that the message exchanges between C
and SP are carried over unilateral SSL/TLS channels. As-
sumption (A2) imposes that the message from C to IdP is
sent over a confidential channel, while the message from IdP
to C is sent over a confidential and authentic channel. For
each session s, this amounts to including the following con-
straints in Cfr:

unilateral_confidential_authentic(c, sp, c2sp(s), sp2¢(s)),

(4)
confidential(c2idp(s), idp), authentic(idp2c(s), idp),
confidential (idp2c(s), ¢)

()

where ¢, sp, and idp are the agents playing in session s the
roles C, SP, and IdP respectively. (Clearly, constraints 4
and 5 capture assumptions (Al) and (A2) respectively.)

3.3 Security Properties

Authentication.

We base our definition of authentication on Lowe’s notion
of non-injective agreement [12]: whenever principal b (play-
ing role R2) completes a run of the protocol apparently with
principal a (playing role R1), then (i) a has previously been
running the protocol apparently with b, and (i) the two
agents agree on m. We then say that b authenticates a on
m in session s if and only if the following formula holds:

authentication(b,a,m, s) :=
GV(stater,(jo2,b,[a,...,m,...],s)=
3 O stater, (j1,a,[b,...,m,...],s)) (6)

where j1 is the protocol step in which m is sent by an agent
playing role r1 and j2 is the last protocol step of an agent
playing role rs.

Secrecy.

The secrecy of a message m is guaranteed if, and only if,
the intruder does not know m. This is formalised by the
following formula:

secret(m) := G —ik(m)

To illustrate an application of the above formulae let us
consider again the SAML SSO and the security properties it
is expected to enjoy (cf. end of Section 2). For each protocol
session s, this amounts to including the following formulae
in G:

authentication(sp, ¢, uri, s)

secret(resource) provided that i & {c, sp}

where ¢, sp, and idp are the agents playing in session s the
roles C, SP, and IdP respectively, while uri and resource
are the data values of URI and Resource as exchanged by
the agents in s. (Clearly, the intruder is entitled to access
resource if, and only if, it is playing in s one of those agents
that is legitimated to do so i.e., the intruder is either ¢ or

sp.)

4. MODEL CHECKING OF THE SAML SSO
PROTOCOL

We have mechanically analysed the formal model of the
SAML SSO Protocol presented in Section 3 using SATMC,
a state-of-the-art model checker for security protocols. At
the core of SATMC lies a procedure that automatically gen-
erates a propositional formula whose satisfying assignments
(if any) correspond to counterexamples (i.e. execution traces
of M that falsify (Cr = G)) of length bounded by some in-
teger k. Finding attacks (of length k) on the protocol there-
fore boils down to solving propositional satisfiability prob-
lems. SATMC relies on state-of-the-art SAT solvers for this
task which can handle propositional satisfiability problems
with hundreds of thousands of variables and clauses or more.
SATMC can be instructed to perform an iterative deepening
on k. More details on SATMC can be found in [3, 2].

By running SATMC against the formal model of the pro-
tocol implemented in the SAML-based Single Sign-On for
Google Applications, we have found the attack depicted in
Figure 5. In the attack, bob initiates a session of the proto-
col to access a resource provided by the (malicious) service
provider i that in parallel starts a new session of the proto-
col with google pretending to be bob (indicated as i(bob))
and that mischievously reuses the authentication assertion
received by bob (cf. step A4) to trick google into believing
he is bob. The attack completes with the delivery of the re-
source (whose access should be reserved to bob) to i. This
attack represents a violation of the two security properties
that the protocol is expected to enjoy (cf. Section 2 and
Section 3.3).

Notice that two protocol sessions sharing the same IdP
are sufficient for a malicious SP to mount this attack and
gain access to a resource of another SP under the identity
of an unaware user. It is easy to imagine realistic scenar-
ios in which this flaw can be exploited by a dishonest SP.
To illustrate consider the scenario in which the Al-Lab has
registered to the SAML SSO of Google to make available to
its members Google’s applications (e.g. Gmail, Google Cal-
endar) without any additional authentication burden. Ba-
sically, once authenticated into the Al-Lab server, any user
can transparently access to Google’s remote applications.
(AI-Lab is serving as IdP in this scenario.) Now, any other
SP offering the very same SAML SSO solution as Google and
attractive enough to convince the Al-Lab to include one of
its remote services (e.g. free access to online scientific books)
is able to mount the above attack and thus to impersonate
any user of the Al-Lab IdP that accesses its resources at any
Google Application.

We have reproduced the above attack in an actual deploy-
ment of the SAML-based SSO for Google Applications. To
this end, we registered the ai-lab.it domain at the SAML
SSO service and provided Google with the public key of the
IdP of the AI-Lab. We then implemented a Java Servlet sim-
ulating the behaviour of a dishonest SP called BadSP. Af-
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Figure 5: Attack on the SAML-based SSO for Google Applications

ter receiving the request for a resource from a web browser
used by an Al-Lab’s member, BadSP constructs a SAML
Authentication Request and sends it back to the browser.
BadSP then waits for the Response from the browser (this
response is obtained from the IdP of the Al-Lab), parses
the Response, and composes the fake Response for Google.
The attack succeeds and Google logs BadSP into Google
Applications as the Al-Lab member.

It is immediate to see that the attack originates from one
of the simplifications that Google adopted in its SAML SSO
solution and namely from simplification (G1) that deprives
the authentication assertion of both the ID and SP fields (cf.
Section 2). In fact, by performing a similar analysis on the
standard SP-Initiated SSO with Redirect/POST Bindings,
no attacks have been reported by SATMC despite the several
protocol scenarios considered.

S. RELATED WORK

Pfitzmann et al [16, 17, 9] lay the theoretical basis for a
rigorous analysis of web-based federated identity-management
protocols (e.g., the Single-Sign-on protocol proposed by Lib-
erty Alliance in 2002). They do not develop mechanised for-
mal analyses, but they provide precise protocol descriptions,
discussing their security vulnerabilities and possible preven-
tive measures. Some of these results have been fed into
the Liberty Alliance project and indirectly into the SAML
2.0 standard that according to our analysis does not suffer
from those vulnerabilities. Still, producing attack-free SSO
solutions does not seem an easy task as the Google exam-
ple shows. More precise protocol descriptions (see, e.g., the
BBAE protocol in [17]) might serve as deterrent and would
make easier undertaking a formal analysis. In this respect, it
is worth mentioning [4] where the idea is to couple real secu-
rity protocol reference implementations with formal model
specifications that can be then validated by means of state-
of-the-art verifiers such as ProVerif [5] and AVISPA [1].

[8] and [10] investigate more specifically on SAML Single
Sign-On. A security analysis of the SAML SSO Browser/Ar-
tifact Profile is presented in [8]. The paper (based on ver-
sion 1.0 of the SAML specifications) shows that the treat-
ment of the security aspects in the specifications may lead to
flawed implementations and/or deployments of the protocol.
Our work is based on version 2.0 of the SAML specifications
which provides a more detailed treatment of the security as-
pects of the protocols. The work most closely related to ours
is [10]. The authors provide a formal model of the SAML
SSO Browser/Artifact Profile (SAML version 1.0) and de-
scribe the results of the analysis obtained by running a static
analysis tool against several models of the protocol obtained
by using communication channels of different strength. In
our work we have focused on a single model of the protocol
based on secure channels as they appear to be recommended
by the latest version of the SAML specifications. In [10] it
is assumed that the attacker cannot play the role of the SP.
This assumption is not realistic as service providers do not
necessarily trust each other. It is worth noticing that the
adoption of this assumption would have prevented us from
detecting the attack on the SAML-based SSO for Google
Applications we reported in Section 4.

6. CONCLUSIONS

We have applied model-checking techniques to the analy-
sis of SAML SP-Initiated SSO with Redirect/POST Bind-
ings and to the protocol which is distributed and used by
Google’s partner companies to get full control over the au-
thorization and authentication of hosted user accounts that
can access web-based applications like Gmail or Google Cal-
endar. Our analysis has not reported any attack on the
model corresponding to (our interpretation of) the SAML
2.0 standard specifications despite the several protocol sce-
narios considered, but has unveiled a previously unknown
attack in the Google’s implementation. In line with respon-



sible disclosure principles, we have promptly reported this
attack to Google and to the Computer Emergency Response
Team (CERT). At the time of this writing Google is instruct-
ing their customers to implement measures to mitigate po-
tential exploits of this vulnerability and has released a new
version of the SSO service which does not suffer from the
attack. CERT will soon release a vulnerability report de-
scribing the problem. This paper extends previous work by
considering the latest version of the SAML specifications
(i.e. SAML 2.0), by relaxing the assumptions on the trust-
worthiness of the principals and by using a more general
model of the transport protocols.

7. ACKNOWLEDGMENTS

This work was partially supported by the FP7-ICT-2007-
1 Project no. 216471, “AVANTSSAR: Automated Valida-
tion of Trust and Security of Service-oriented Architectures”
(www.avantssar.eu).

The authors would like to thank the reviewers and our
colleagues Luca Vigano and Volkmar Lotz for the valuable
comments that helped to improve the paper.

8. REFERENCES

[1] A. Armando, D. Basin, Y. Boichut, Y. Chevalier,

L. Compagna, J. Cuellar, P. Hankes Drielsma, P.-C.
Heam, J. Mantovani, S. Mddersheim, D. von Oheimb,
M. Rusinowitch, J. Santiago, M. Turuani, L. Vigano,
and L. Vigneron. The AVISPA Tool for the
Automated Validation of Internet Security Protocols
and Applications. In Proceedings of the 17th
International Conference on Computer Aided
Verification (CAV’05). Springer-Verlag, 2005.
Available at www.avispa-project.org.

[2] A. Armando, R. Carbone, and L. Compagna. LTL
model checking for security protocols. In 20th IEEE
Computer Security Foundations Symposium (CSF20),
Venice (Italy), July 2007.

[3] A. Armando and L. Compagna. SAT-based
Model-Checking for Security Protocols Analysis.
International Journal of Information Security,
7(1):3-32, January 2008.

[4] K. Bhargavan, C. Fournet, A. D. Gordon, and
N. Swamy. Verified implementations of the
information card federated identity-management
protocol. In ASIACCS, pages 123-135, 2008.

[5] B. Blanchet. From secrecy to authenticity in security
protocols. In In 9th International Static Analysis
Symposium (SAS’02), pages 342—-359. Springer, 2002.

[6] D. Dolev and A. Yao. On the Security of Public-Key
Protocols. IEEE Transactions on Information Theory,
2(29), 1983.

[7] Google. Web-based reference implementation of
SAML-based SSO for Google Apps.
http://code.google.com/apis/apps/sso/saml_
reference_implementation_web.html, 2008.

[8] T. GroB. Security analysis of the SAML Single Sign-on
Browser/Artifact profile. In Proc. 19th Annual
Computer Security Applications Conference. IEEE,
Dec. 2003.

[9] T. Gro8, B. Pfitzmann, and A.-R. Sadeghi. Browser
model for security analysis of browser-based protocols.
In S. D. C. di Vimercati, P. F. Syverson, and

(10]

(11]

(12]

(13]

(14]

(15]

(16]

(17]

D. Gollmann, editors, ESORICS, volume 3679 of
Lecture Notes in Computer Science, pages 489-508.
Springer, 2005.

S. M. Hansen, J. Skriver, and H. R. Nielson. Using
static analysis to validate the SAML single sign-on
protocol. In WITS ’05: Proceedings of the 2005
workshop on Issues in the theory of security, pages
27-40, New York, NY, USA, 2005. ACM Press.
Internet2. Shibboleth Project. Available at
http://shibboleth.internet2.edu/, 2007.

G. Lowe. A hierarchy of authentication specifications.
In Proceedings of the 10th IEEE Computer Security
Foundations Workshop (CSFW’97), pages 31-43.
IEEE Computer Society Press, 1997.

OASIS. Identity Federation. Liberty Alliance Project.
Available at http://www.projectliberty.org/
resources/specifications.php, 2004.

OASIS. Profiles for the OASIS Security Assertion
Markup Language (SAML) V2.0. Available at
http://www.oasis-open.org/committees/tc_home.
php?wg_abbrev=security, March 2005.

OASIS. Security Assertion Markup Language (SAML)
v2.0. Available at http://www.oasis-open.org/
committees/tc_home .php?wg_abbrev=security, April
2005.

B. Pfitzmann and M. Waidner. Analysis of Liberty
Single-Sign-on with Enabled Clients. IEEE Internet
Computing, 7(6):38-44, 2003.

B. Pfitzmann and M. Waidner. Federated
identity-management protocols. In B. Christianson,
B. Crispo, J. A. Malcolm, and M. Roe, editors,
Security Protocols Workshop, volume 3364 of Lecture
Notes in Computer Science, pages 153—-174. Springer,
2003.



