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Roadmap

e Motivations

e Example

e Encoding Protocol Security Problems into SAT
e Implementations and Results

e Conclusions and Perspectives
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Motivation: Economic

e Modern data-processing is distributed.

E-commerce, wireless communication, ...
e Security is critical: breaches can be ruinous!

e Protocols are cornerstone of security.

Key distribution, authentication, ...

e Unfortunately, even simple protocols are difficult to get right by
simple inspection.

e ldea: use Automated Reasoning techniques for automatically
analyzing security protocols.
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Motivation: Scientific

e Security protocols are an important example of infinite state
systems.

States correspond to information possessed by participating
agents.

e General verification problem is undecidable.

e Challenge:

— identify and analyze decidable subproblems;
— develop usable and effective semi-decision procedures.
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