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Bounded Model Checking
Bounded Model Checking is a successful approach to automatic analysis of
systems. lts key ideas are:

O building a quantifier-free formula whose models correspond to system
traces that violate some given property, and
Q deciding the satisfiability of the formula.
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Bounded Model Checking
Bounded Model Checking is a successful approach to automatic analysis of
systems. lts key ideas are:

Q building a quantifier-free formula whose models correspond to system
traces that violate some given property, and
Q deciding the satisfiability of the formula.

In software analysis, the state-of-the-art tool in this area is CBMC, which:
Q builds a boolean formula, and
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Q decides its satisfiability using a state-of-the-art SAT solver.
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Bounded Model Checking of Software

Instead of encoding the verification problem as a SAT problem, we propose
the use of combination of richer (but still decidable) theories to reduce the

verification of software to a Satisfiability Modulo Theories (SMT) problem
ie.

SAT(7 U {®})
where
o 7 is a decidable theory, and
o ® is a quantifier-free formula in the same language as 7.

Our encoding leads to a formula in the combination of the theories of
, , and for which efficient SMT solvers exist.

We show that the usage of SMT solvers instead of SAT solvers may
lead to:
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where
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Our encoding leads to a formula in the combination of the theories of
bitvectors, records, and arrays for which efficient SMT solvers exist.

o We show that the usage of SMT solvers instead of SAT solvers may
lead to:

o a considerably smaller encoding,
o better performance on problems of interests.
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Arrays are nothing but functions that bind indexes to elements.

Function symbols select and store model access to and storage of
elements. They are defined as follows:

Va: Array,Vi,j : Index,Ve : Element,

select(store(a, i, e),i) = e,

i # j D select(store(a, i,e),j) = select(a,j).
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Records are functions that bind field identifiers Idy to elements of type Tk:
Id: {ldi,..., Id,}

rooldg — Te,Yk=1,...,n.

Function symbols rselect; e rstorey, for k = 1,...,n model access to and
storage of record fields. They are defined as follows:

Axioms

Vr : Record,Vldy € Id,

rselecty(rstorex(r,e)) = e fork=1,...,n.
rselect)(rstorex(r,e)) = rselect)(r) for1 < k#1<n.

where e € Ty
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Bit-vectors associate boolean values to a finite set of indexes. The theory
defines a rich family of function symbols consisting of:

o word-level functions, e.g. _[iyj] : Bv(m) — BvV(j — i + 1) (bit-vector
extraction) for 0 </ < j < m, @: Bv(m) x BV(n) — BV(m + n)
(bit-vector concatenation) for m, n > 0;

o bitwise functions, e.g.”: BvV(n) — Bv(n) (bitwise not),

& : Bv(n) x BV(n) — BV(n) (bitwise and),
| - Bv(n) x BV(n) — BV(n) (bitwise or) for n > 0;

o arithmetic functions, e.g. + : Bv(n) x Bv(n) — BV(n) (addition

modulo 2") for n > 0.
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Let P be the input program, and let k be the given bound. Our Bounded
Model Checking procedure, inspired by CBMC, consists of

Q preprocessing P:
o removing all control statements except while and if.
o unwinding the while loops k times,
o removing all side effects and putting the program in Single Assignment
Form,
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Let P be the input program, and let k be the given bound. Our Bounded
Model Checking procedure, inspired by CBMC, consists of

Q preprocessing P:
o removing all control statements except while and if.
o unwinding the while loops k times,
o removing all side effects and putting the program in Single Assignment
Form,
Q generating an SMT formula encoding the program and the desired
properties,

Q deciding the satisfiability of the formula.
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The Procedure — Preprocessing (1)
and if.

The program is transformed into an equivalent one that uses only while

for(i=0;i<2;i++)
{

i=0;
alil=i;

while(i<2)
{

- alil=1i;

}

i++;

}
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The Procedure — Preprocessing (2)
Unwinding the loops (k times): every loop is reduced to a sequence of k
nested if statements:

if (i<2)
{
. alil=i;
while(i<2) it++;
{ if (i<2)
alil=1i; k=2
i++; alil=i;
} i++;

b

assert (!i<2);
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The Procedure — Preprocessing (3)
Renaming program variables: all side effects are removed and every
program variable is renamed to put the program in Single Assignment
Form:
i=0;

i1=0;

if (i<2) if (11<5)

{ {

alil=i; ap[i1]=1iy;

i++; ip=iy+1;
if (i<2) ) if (17<5)
{ |
alil=i;
i++;

az[ip]=ip;
assert(1i<2);

}
}

iz=io+1;
Lorenzo Platania (Al-Lab)

assert(!i3<5);
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The procedure — Generating the formula

The generation of the formula ®: we encode the the preprocessed program
into a quantifier-free formula ® = C A =P whose models correspond to
program traces that violate some of the given properties;

C = (trueD>ip=0)A(false D i =ip) A
((h < 2) D a1 = store(ao, i1, 1)) A (—(ih < 2) D a; = ag) A
(h<2)Dhbh=h+1)A=(1<2)Dhbh=ih)A
((h <2) A (i2 <2) D ap = store(ay, ia, i2)) N
“((h<2)A(<2))Dax=a1)A
((il <2)/\(i2<2)3/3=i2+1)/\
~((h <2)A(<2))Diz=h)

P = (h<2)AN(h<2)D-(iz3<?2)

O «Fr «=» < 2> I AN
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SAT encoding
CBMC encodes ® as a boolean formula where:

o variables of basic type are modelled as vectors of n bits,

o arrays of m elements are modelled as m different variables (vectors of
n bits, i.e. n x m bits),

and uses the Chaff solver to decide its satisfiability.
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SAT encoding

CBMC encodes ¢ as a boolean formula where:
o variables of basic type are modelled as vectors of n bits,

o arrays of m elements are modelled as m different variables (vectors of
n bits, i.e. n x m bits),

and uses the Chaff solver to decide its satisfiability.

SMT encoding

Our approach encodes ® as an SMT formula where
o variables of basic type are modelled as bit-vector variables,
o arrays of m elements are modelled as... arrays!,

and uses CVC Lite to decide its satisfiability.

| A\
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SMT vs. SAT (1)
Using the functional symbols from the Theory of Arrays results in a more
compact encoding for all array accesses:
Statement

SMT encoding SAT encoding

aleil=e | a = store(ax—1, €1, &) /\i'g(a)_l =i=ea)?e:a_,)
x=al[e] xj = select(ax, €) (/\7;'3(3)_1

o SAT encoding grows with the size of the arrays;

Lorenzo Platania (Al-Lab)

(i=e)ov=a,)Aly =)
o SMT encoding is independent from the size of the arrays.
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compact encoding for all array accesses:
Statement

SMT encoding SAT encoding

ale;l=e, | ay = store(ax_1,€1,€) /\f-i'g(a)_l a,=((i=e)?e:a,_,)
x=ale] x; = select(ay, €) ( d;m(a) !

o SAT encoding grows with the size of the arrays
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for (i=0;i<2;i++)
{
alil=1i;

}

= = = = 9DaAe
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In order to assess the effectiveness of our approach we have developed
a prototype implementation called SMT-CBMC.

We have run sMT-CBMC against a number of families of C programs.

Each family is parametric in a positive integer N such that both the
size of the arrays and the bound depend on N.

We have run both sMT-cBMC and CBMC on a number of benchmark
programs:

Bubble Sort(N),

Selection Sort(N),

Bellman Ford(N), and

Prim(N).

The programs involve a tight interplay between arithmetics and array
manipulation, which is a common characteristic in programming.

©

© © o
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Experimental Results (2)

BellmannFord(N)

for(i = 0; i < nodecount; i++){
...... for(j = 0; j < edgecount; j++){

for(i = 0; i < edgecount; i++){ x = Dest[jl;
assume (Weight[i]=1); y = Sourcel[j];
assume (Dest [1]>=0) ; if (distance[x] > distance[y]l+Weight[jl)
assume (Source [1]>=0) ; distance[x] = distancel[y] + Weight[j];
assume (Dest [i] <nodecount) ; 3
assume (Source[i]<nodecount) ; }
} for(i = 0; i < edgecount; i++){
for(i = 0; i < nodecount; i++){ x = Dest[il;
if (i == source) y = Source[il;
distance[i] = 0; if (distance[x] > distance[y]l+Weight[il)
else break;
distance[i] = INFINITY; }
3} for(i = 0; i < nodecount; i++)

assert(distance[i]>=0);

o F = E = DA
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Experimental Results (3)

BellmannFord(N)

x10'
T T 4. T

—— SMT-CBNIC time (s) —— SMT-CBMC formula (Bytes)
—+ CBMC time (s) —+ CBMC formula (Bytes)

4 4

. , N
Overall time (s) Size of the formula (Bytes)
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Experimental Results (4)

Bubblesort(/NV)

x10'
T T T T 14 T T T T

—— SMT-CBNIC time (s) —— SMT-CBMC formula (Bytes)
—+ CBMC time (s) —+ CBMC formula (Bytes)

12

Overall time (s)
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Experimental Results (5)

Prim(N)

Overall time (s) Size of the formula (Bytes)
| N | | sur-cBMC | CBMC | | smT-cBMC | CBMC |
4 2.9 9.27 381,233 | 14,269,837
5 5.31 28.08 702,954 | 31,453,119
6 10.81 43.66 1,170,649 | 59,675,705
7 17.78 151.08 1,810,798 | 108,045,992
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Conclusion

o We have proposed the use of SMT solvers in software Bounded Model
Checking instead of SAT solvers.

o This results in more compact formulae when arrays are involved since

the size of our formula does not depend on the size of the involved
arrays.

o The experimental results confirm the effectiveness of our approach:
SMT-CBMC performs better than CBMC on programs using arrays.

www.ai.dist.unige.it/eureka
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