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Abstract. We introduce a counterexample guided abstraction and refinement procedure for linear
programs with arrays. Our procedure starts by abstracting away all array elements from the initial
program and then it incrementally refines the abstract program by including array elements as
suggested by the refinement process. While, in the worst case, the procedure may lead to the
generation and analysis of the abstract program obtained by considering all the array elements of
the concrete program, in many cases of interests only a few array elements suffice to successfully
conclude the analysis. This is unlike other approaches in which the complexity of the analysis
always increases with the size of the arrays involved in the input program. Moreover our analysis
of arrays is precise, unlike other approaches that trade precision for efficiency and therefore may
return false negatives.

1 Introduction

Counterexample-guided abstraction refinement is one of the leading approaches to software model check-
ing (e.g. [1-3]). Generally speaking it consists of the following loop. Let P be the program to be model
checked and let k£ = 0:

1. Abstraction: an initial abstract version Py of P is automatically built. By construction, P, has at
least the same execution traces as P. Additionally, P, belongs to a family of programs for which an
effective model checking procedure is available.

2. Model Checking: P, is model checked. If no error is detected, then the correctness of P is reported
and the procedure halts. Otherwise (i.e. if an error is found in P), the existence of an error trace
in P cannot be concluded as P, may contain traces that are not executable in P.

3. Counterexample-guided Refinement: The error trace detected by model checking P, is checked for
feasibility in P. If the trace is found to be executable in P, then it is reported and the procedure
halts. Otherwise a new program PkH is computed such that it is at the same time (%) an abstraction
of P and (%) a refinement of P, in which the previous trace is no longer executable; k := k + 1, and
go to 2.

Revision: May 7, 2005 (11:26) — Page 1 of 26



In the SLAM project [4], abstract programs are Boolean Programs, i.e. imperative programs having
the same control flow graph as the corresponding concrete programs they abstract and whose variables
are restricted to range over boolean values only. The advantage of the approach is that effective model
checking procedures for boolean programs exist (e.g. [5] and [6]). While the approach has proven very
effective on specific application areas such as device drivers programming [2, 3], its effectiveness on other,
more mundane classes of programs has to be ascertained. Notice that since the detection of a spurious
execution trace leads to a new iteration of the check-and-refine loop, the efficiency of the approach
depends in a critical way on the number of spurious execution traces allowed by the abstract program.
Of course, the closer is the abstraction to the original program the smaller is the number of spurious
execution traces that may be necessary to analyse.

In a previous paper [7] we proposed Linear Programs as a finer grained model for imperative programs
and showed how the model checking procedure used in SLAM can be generalized to a model checking
procedure for Linear Programs. Linear Programs differ from boolean programs in that program variables
can range over a numeric domain D (e.g. Z or R); moreover, all conditions and assignments to variables
involve linear expressions, i.e. expressions of the form ¢y + ¢; * 1 + -+ + ¢, * ©,, where cg,...,cy,
are numeric constants in Z and zy,...,z, are program variables ranging over D. Linear Programs are
considerably more expressive than Boolean Programs and can explicitly encode complex correlations
between data and control that must necessarily be abstracted away when using boolean programs.

In this paper we introduce a model checking procedure for linear programs with arrays (i.e. linear
programs augmented with references to array elements of numeric type) based on the counterexample-
guided abstraction refinement paradigm. Our procedure starts the analysis by abstracting away all array
elements from the initial program and then it incrementally refines the abstract program by including
array elements as suggested by the refinement process. While, in the worst case, the procedure may lead
to the generation and analysis of the abstract program obtained by considering all the array elements
of the concrete program, in many cases of interests only few array elements suffice to successfully
conclude the analysis. This is unlike other approaches (as, e.g., in CBMC [8]) in which the complexity
of the analysis always increases with the size of the arrays involved in the input program. Moreover our
analysis of arrays is precise, unlike other approaches that trade precision for efficiency (as, e.g., SLAM
and Blast [3]) and therefore may return false negatives.

The usage of our model checking procedure for linear programs in the context of the model checking
procedure for linear programs with arrays presented in this paper requires two important extensions
to linear programs: (i) the addition of a symbol for undefined values and (ii) support for conditional
expressions. In this paper we provide a formal semantics (Section 3), we show in great detail the ab-
straction process (Section 4), we adapt the procedure for interprocedural data-flow analysis inspired by
Bebop to Linear Programs, (Section 5), and we provide a detailed account of a symbolic model checking
procedure which is amenable of mechanization (Section 6).We conclude (in Section 7) by discussing the
implementation of our ideas in the EUREKA [7] tool and by presenting preliminary experimental results
that confirm their effectiveness.

2 Counterexample-guided Abstraction-Refinement of Linear Programs
with Arrays

We illustrate our counterexample-guided abstraction refinement procedure by showing its application to
the linear program with arrays P of Figure 1.3 Program P is abstracted into program P, by replacing

3 The program is slightly simplified for readability.
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P

void main() {

int i,al3];
111 af1] = 1;
[21 i = 0;

[3] while(a[i]!=1&& i<3)
141 { alil = 2xi;

(5] i=i+1; }

61 if(i > 1)

(71 ERROR: ; }

Py

void main() {

int i;
[11 ;
[21 i = 0;
[31 while(u!'!=1&& i<3)
a1 {
(5] i=i+1; }
[6] if (i > 1)
(71 ERROR: ; }

Py
void main() {
int i,a;;
(11 a; = (1==1)71:u;
[2] 1 = 0;

(3] while((i==1)7a; : u) '=1&&i<3)
fa1 { a1 = (i==1) 72%i:a;;

(5] i=i+1; )

61 if (i > 1)

(71 ERROR: ; }

Fig. 1. A simple program (P), the initial abstraction (B), and its refinement (P ).

every occurrence of array expressions with the symbol u (denoting an arbitrary value of numeric type)
and by replacing every assignment to array elements with a skip statement (;).

A model checker for linear programs is then applied to Py to determine the reachability of the line
labelled with ERROR label. The trace 1, 2, 3, 4, 5, 3, 4, 5, 3, 4, 5, 3, 6, 7 is detected by model checker. (How
this is done is explained in the following sections.) This trace corresponds to executing three iterations
of the while loop (lines [3]1-[5]) which leaves variable i with the value 3. Therefore the condition of
the if statement at line [6] evaluates to true and the line labelled ERROR is finally reached.

The feasibility check of the above trace w.r.t. P is done by generating a set of formulae whose satisfy-
ing valuations correspond to all the possible executions of the sequence of statements of P corresponding
to the trace under consideration. This is done by first renaming the variables occurring in the statements

Table 1. Checking the trace for feasibility.

Step|Line Original Statement Renamed Statement Formula
1| 111 |a[1]=1; ai[1] = 1; a1 = store(ao, 1,1)
2| [2] [1i=0; i, = 0; 12 =0
3| 3] |assume(a[i] '=1&& 1<3); |assume(a;[io]!=1&& i,<3); aifiz] 1 ANiz <3
4| 141 |a[i]=2%*1i; as[is] = 2*ig; as = store(ar, i2,2 * i2)
5| [5] |[i=i+1; ig=is+1; i5 = 12 + 1
6| (3] |assume(a[i] '=1&& 1<3); |assume(as[is]!=1&& i5<3); asfis) 1 ANis < 3
7| 141 |a[i]=2%1i; ar[is] =2*1is; a7 = store(aa, 5,2 * i5)
8| [5] |[i=i+1; ig=is+1; ig =15 + 1
9| [3] |assume(a[i] '=1&& 1<3); |assume(ar[is]!=1&& iz<3); arlis] 1 Nis <3
10| r41 |a[i]=2%*1; ajolis] =2%ig; aio = store(ar, ig, 2 * ig)
11f (51 |i=1i+1; i =ig+1; 111 =18+ 1
12| (61 |assume(!(a[i] '=1&& i<3));|assume(!(ao[itt] '=1&& i11 <3));|~(aro0finn] #1Ad11 < 3)
13| 161 |assume(i>1); assume(iy >1); 111 > 1

in such a way that no variable is assigned twice during execution (as done in [8, 9]) and then by generating
formulae encoding the behaviour of the renamed statements. Table 1 shows the sequence of original state-
ments, the renamed statements, and the associated formulae for the trace above. Notice that, since a trace
does not allow branching, while (as well as if) statements are replaced by assumptions (assume) of the
positive or negated corresponding guard, depending on whether the trace proceeds along the true or the
false branch of the conditional statement. The resulting set of formulae is then fed to a theorem prover. If
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it is found unsatisfiable then the trace is not executable in P, whereas if it is found satisfiable then we can
conclude that the trace is also executable in P. In our example the set of formulae (see rightmost column
in Table 1) is found to be unsatisfiable. The formulae that contributed to the proof of unsatisfiability are
those associated with steps 1, 2, 4, 5, and 6. Notice the term aq4[is] (with i5 = 1 given by the context)
occurs in the formula associated with step 6. This means that in order to rule out the above trace we
must refine P, by including the element of a at position 1 thereby obtaining P;. In the general case if

ki,...,k, are the indexes for array a to be included in the refined program, then the refinement step
amounts to replacing every expression of the form a[e] with the conditional expression (e==k; ? ay, :
(e==ky?ap, :...(e==kp7ay, :u)...)), and then every assignment of the form ale;] =ey; with the

(parallel) assignment
Qkyy--sak, =(e1==k17ex:ag,),...,(e1==k, Tex:ag,);

where ag,,...,ar, are new variables of numeric type. (If n = 0, the assignment above reduces to a
skip (;) statement.). For more details see section 4.The application of the model checking procedure for
linear programs to Py reveals that the error statement cannot be reached in P; and from that we can
conclude that the error statement is not reachable in P.

3 Linear Programs and Linear Programs with Arrays

Let W be a set of program variables. Let V = {vy,...,u,} C W be a set of program variables ranging
over D and let A ={ay,...,am} C W be a set of array variables. An array variable a € A is a program
variable equipped with a positive integer dim(a), the size of the array. The sets A and V form a partition
of W,ie. W =V UAand VN A={. Moreover, let u be a distinct symbol standing for undefined. A
generalized linear expression with arrays (linear expression with arrays, for short) is inductively defined
to be:

a constant symbol u;

a numeric constant ¢ € 7Z;

a numeric program variable v; € V (1 < j <I);

an expression of the form ¢ * e where ¢ € Z and e is a generalized linear expression with arrays;

an expression of the form e + e; with where e and e are generalized linear expressions with arrays;
an expression of the form (b?e; : ), called conditional expression, where b is a generalized boolean
or linear expression with arrays, and e; and es are generalized linear expressions with arrays.

7. an expression of the form a[e] where a € A and e is a generalized linear expression with arrays;

SO e

A generalized boolean linear expression with arrays is an expression of the form (e; op e2), where e, es
are generalized linear expressions with arrays and op € {>=,=<,<,> ==, 1=}. The definition of linear
expression without arrays (linear expression, for short) is subsumed by the above. In the following, Ey
will denote the set of generalized linear expressions with arrays over W. A linear program (with arrays) is
a program with the usual control-flow constructs (if, while, assert) and procedural abstraction with
call-by-value parameter passing and recursion. Variables range over D; moreover, all conditions and
assignments to variables involve linear expressions (with arrays, resp.). We denote the set of numeric
variables and array variables of P with Vp and Ap, respectively.

We assume that every occurrence of (!by), (b1 &&b2), and (b1 || b2) in a program is replaced by
the equivalent expression (by 70 : 1), (by 2be : 0), and (b1 7 1 : bo) respectively. Moreover, every boolean
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linear expression b occurring outside the guard of a conditional expression, is replaced by the following
equivalent linear expression (b? 1 : 0). Therefore, after the rewriting, boolean expressions will only occur
within the guards of conditional expressions. We also assume that a skip statement (;) is added imme-
diately after each procedure call in the original program. In this way the return point of a procedure
call is unique, explicit, and labelled within the control flow graph of the program. Finally, without loss
of generality, we will assume that all variable names are globally unique.

The control flow graph of a program P is a directed graph Gp = (Np,Succp), where Np =
{0,1,...,n,n + 1,n + p} is the set of vertices* and Succp : Np — 2V is the usual successor func-
tion that maps each vertex, say 4, in the set of its successors Succp(i) (see [10]). For every vertex i
such that 1 < i < n, let s; denote the program statement that corresponds to vertex i of Gp. If s;
is if(e), while(e), or assert(e) then Succp(i) = {Tsuccp (i), Fsuccp (i)}, where Tsuccp(i) (Fsuccp(i))
denotes the successor of i when e evaluates to true (false, resp.). If s; is assert(e), then Fsuccp (i) = 0.
If pr is a procedure in P, then Firstp(pr) is the vertex corresponding to the first statement in pr, and
Exitp(pr) is the exit vertex of pr. If s; is a procedure call pr(e); then Succp(i) = {Firstp(pr)} and
RetPtp(i) is the vertex of the ; statement immediately following the procedure call. Moreover, if s; is
a statement occurring in the body of a procedure pr, then ProcOfp(i) = pr. If s; is a return statement
in a procedure pr, then Succp(i) = {Exitp(pr)}, and Succp(Exitp(pr)) = {j € Np : s; = pr(e); and
j = RetPtp(i)}. Finally, if Succp(i1) = {iz}, we define sSuccp (i) = i2. We also assume the existence
of a procedure called main: it is the first procedure to be executed. Moreover, without loss of generality,
we assume that Firstp(main) = 1.

We define Globalsp to be the set of global variables. Let ¢ € Np, then by Formalsp (i) and Localsp ()
we indicate the set of formal parameters of the procedure containing ¢ and the set of the local variables in
scope at vertex i. Therefore Formalsp (i) C Localsp(i) for all ¢ € Np. Moreover we define InScopep (i) =
Globalsp U Localsp (7).

Let W be the set of numeric variables and array variables, a valuation w over W is a total function
mapping the numeric variables in V' C W into D and each array variable a € A C W into a finite
mapping from {0,...,dim(a) — 1} into D. A state of a linear program with arrays P is a pair (i,w),
where 7 is a vertex of the control flow graph of P and w is a valuation over W N InScopep (7). Thus, w
is a total function over InScopep(i). Again, the definition of state of a linear program is subsumed by
the above. We lift w to a total function @ : Ey — 27 over linear expressions with arrays defined as
follows:

{e} ifeeZ

{w(e)} ifeeV

{dew(a)(dr):dy €w(er)} ife=ale;] andw(ey) C{0,...,dim(a)—1}

{c-dy:dy €w(er)} ife=cxe;

{dy opds : dy € W(eq) if e = ejopey with op € {>=,=<,<,>,
w(e) = and dy € W(ez)} ==,!=,+}

w(er) Uw(es) if e = (be?ey:ez) and {0,d} C w(b) for

some d # 0

w(ey) ife=(b?e;:e)and 0 & w(b)

w(es) ife=(b7e; :ez) and W(b) = {0}

D otherwise

4 Vertexes from 1 to n are associated with program statements, vertex 0 models the failure of assert statements,
and vertexes from n + 1 to n + p are the “exit” vertexes of procedures, where p is the number of procedures
defined in P.
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The intuition is that @(e) collects the possible values for a linear expression (with arrays) e compatible
with a valuation w, accounting for the nondeterminism due to the undefined values. In other words, the
occurrence of a symbol u, and similarly the occurrence of an out-of-range access to an array within an
expression is modeled by nondeterministically assigning to the corresponding subexpression an arbitrary
element in the domain D. @ can be extended to k—uples e of expressions in the obvious way.

State transitions in P are denoted by (i1, w;)~>p(is,ws) where o is either the symbol € or an ex-
pression of the form CALL(¢,w) or RET(¢,w) for ¢ € Np such that there exists a procedure call s; with
i = RetPt(j) and w : Localsp(j) — D (Terminals of the form CALL(Z,w) and RET(%,w) represent the
entry and exit points of the procedure invoked by s; respectively). In the following we will use bold
letters such as x to denote a vector of variables, elements or expressions. We also allow for parallel
assignment, denoted by x=e;. Moreover, let ¢ = {(¢1,c¢a,...,¢,) and d = {dy,ds, ...,d,) be n-uples of
valus in a set X and in D respectively; for any function f : X — D we denote f[d/c] the function f’
such that f'(cg) =dj for all k =1,2,...,n, and f'(c) = f(c) for all ¢ # ¢, and k =1,2,...,n.

State transitions are defined as follows:

if i; corresponds to a skip (;), or a return, then (iy,w; )~ p(sSuccp(i1),w:);
— if 41 corresponds to the parallel assignment y =e; then
(il,w1>i>p<sSuccP(i1),wl[d/y]> ford e @1(9);
— if 41 corresponds to an assignment a[e;] =es; then
(i1, w1 )= p(sSuccp (i), w1 [(w(a)[dz2/d1]) /a]) for di € @y (e1) and dy € Ty (e2);
— if iy corresponds to if(e), while(e), or assert(e), then (iy,w;)~p{iz,w;), where
e iy = Fsuccp(iy) if 0 € wy(e) and
e iy = Tsuccp(iy) if d € wy(e) for some d # 0;
cALL(RetPtp (i1),w)

— if 41 corresponds to pr(e); then (iy,w;) p(Firstp(pr),ws), where w : Localsp (i) —
D is such that w(x) = wi(x), wa(y) € wi(e), and wa(g) = wi(g) where x = Localsp(i1), y =
Formalsp(iz), and g = Globalsp;

— if 41 is Exit,, then (i1,wq) RET(i2,) p(ia,wa), where ia € Succp(i1), wa(g) = wi(g) for all g =

Globalsp and wy(x) = w(x) for all x = Localsp(iz).

A path is a sequence (ig, wo) 2o p(in, w1) Zop - T plin, wn) such that
<'L’k,&)k>ﬂ>P<ik+1,w1€+1> for k = 0,...,n — 1.5 Notice that not all paths represent potential execu-
RET(i2,w)

tion paths: in a transition like (i1, w;) p(iz,ws) where i1 = Exit,,, the valuation w can be
chosen arbitrarily and therefore ws is not guaranteed to coincide with w; on the locals of the caller,
as required by the semantics of procedure calls. To rectify this, the notion of same-level valid path is
introduced. A walid path from {(ig,wy) to (in,w,) describes the transmission of effects from (ig,wp) to
(in,wn) via a sequence of execution steps which may end with some number of activation records on the
call stack; these correspond to “unmatched” terminals of the form CALL(#,w) in the string associated
with the path. A same-level valid path from (ig,wp) to (i,,w,) describes the transmission of effects from
(i, wo) to (in,wn)—where (ip,wp) and (i,,w,) are in the same procedure—via a sequence of execution
steps during which the call stack may temporarily grow deeper (because of procedure calls) but never
shallower than its original depth, before eventually returning to its original depth.®

s
® In the sequel we will abbreviate (io,wo)g—1>p<i1,w1>g—2>p e ﬂbp(in,w@ with (io,w())a—o—m(in,wn), where

X =o0102...0n.
5 Precise definitions of valid path and same-level valid path can be found in [11, 5].
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An initialized path is a path whose initial state is (1,wp) for some wy. A state (i,w) is reachable if
and only if there exists an initialized valid path to {i,w). A vertex i € Np is reachable if and only if
there exists a valuation w such that (i,w) is reachable.

4 Abstracting Linear Programs with Arrays into Linear Programs

Let P be a linear program with arrays and let {R(a)}a, be a family of sets of indexes such that
R(a) C {0,....dim(a) — 1} for all @ € Ap. Let V C Vp be a subset of the variables of P. The
abstraction of P w.r.t. {R(a)}, and V is the linear program P defined as follows. The set of program
variables of P is Vs = VU{ay :a € Ak € R(a)}. Intuitively, aj is a new variable representing in P
the (k + 1)-th element of the array a, and V is a subset of the variables of P. Let R(a) = {ki,...,kn}
with k; < k;y1 fori =1,...,n— 1. Given any linear expression e in P, its abstract version ¢ is obtained
from e by replacing every occurrence of a variable not belonging to V with the undefined symbol u, and
every occurrence of expressions of the form ale] with abs(alel, [k1, ..., ky]), where:

abs(alel,[]) =u
abs(alel, [k1,ka, ..., ky]) = (€==k1 ?ay, : abs(alel, [ka, ..., kn])).

The linear program P is obtained from P by replacing all the expressions e occurring in P with e, and
then by replacing each assignment of the form z=e; with the skip statement (;) if x ¢ V, with xz=¢;
otherwise, and by replacing each assignment of the form ale;] =es; with the (parallel) assignment

Akyy- -k, =(€1==k1 7€t ak,),...,(E1==k, 7€ : ag, );

If n =0 (i.e. if R(a) =), the assignment above reduces to a skip (;) statement.

Let Sp be the set of states of program P. The abstraction of w w.r.t. {R(a)}a, is the valuation &
over Vp = VU{ay:a € Ap,k € R(a)}, such that &(v;) = w(v;), for all v; € V and W(aj) =dew(alyl)
for all a € Ap and j € {R(a)}a,. The abstraction of valuations is then lifted to abstraction of states
by means of the function h : Sp — Sp such that h((i,w)) = (i,&) for all (i,w) € Sp. Notice that h is
both total and surjective. R

Let S; C Sp. We define the abstraction a(S1) = {h(s) | s € S1}; conversely, for all S1 C Sp, the

concretization is defined by 7(§1) ={se Sp|h(s) e §1}

Lemma 1. The pair (o,v) forms a Galois connection (257, C) % (257, C).

Proof. We need to prove that «a,~ satisfy the fundamental property that VX € S, VY € S , a(X) C
Y & X CH(Y).

~

— Given X C 5, Y C S, we want to prove that a(X) =Y & X =(Y).
o If a(X) = {h(s) : s € X} =Y, then for every h(s) in Y, s is in X. Hence, by definition of ~,

1Y) =X
e If vy(Y)={se€ S:h(s) € Y} = X, then every s in S is also in X. Hence, by definition of a,
aX)=Y.

— Now we only need to prove that a(X) CY < X C v(Y). Y contains at least one element b : b = h(a)
with a € S;b € S and a ¢ X iff (by definition of ) the elements of 4(Y") are the ones of X plus at
least one element, a € S\ X.
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Hence the thesis.

The following result is preliminary to the proof of soundness, and states the relation between abstract
and concrete valuations.

Lemma 2. Let e be a linear expression with arrays built out of the numeric variables V and array
variables A. Let {R(a)}a be a family of sets of indexes such that R(a) C {0,...,dim(a) — 1} for all
a€AandV C Vp. Let € be the linear expression obtained from e by replacing all the variables not in 1%
with u and all the expressions of the form alil with abs(a [i], [k1,..., kn]), where R(a) = {k1,...,kn}.
Then, @W(e) C &(e), for all valuations w over V and A.

Proof. The proof proceeds by induction on the structure of the concrete expression e.

Base step e € VpUD. If, in addition, e € VU’D, then € = e, while if e € Vp '\ ‘7, then € = u. Moreover,
if e € V, from the definition of &, we have &(e) = w(e) € D, and @(e) = {w(e)} = B(€). If ¢ € D,
w(e) = {e} = 5(e). Finally, if e € Vp \ V, @(e) C D = &(e). The thesis immediately follows;
Inductive step assume the thesis holds for every sub-expression €’ occurring in e. Then we have the
following cases:
1. e = ali]. Then &= abs(alil, [k1, ..., kn]). We consider the following two cases:
(a) ©(i) C {ki,...,kn}. By inductive hypothesis, @(i) C &(i). By the definitions of @, & and
bs(alil,[k1,...,kn]), we have that

w(alil) = {w(a)(k) | k € W(i)}

and
O(abs(alil, k1, ... k) = {@(ar) | k € 5(?)}

Since w(a)(k) = &(ag), for any k € {k1, ...k}, and @(i) C &(i) C {k1, ..., kn}, it immediately
follows that @(a [ i) € &(abs(ali], [k1, ..., kn])). Hence the thesis;

(b) @(i) Z {k1,...,kn}. Thus, there must be a k & {ki,...,k,}, with k € &(i). Therefore, 0 €
G(i == k) (for all ¥’ € {ki,...,kn}). By the definitions of abs(a[i], [k1, ..., ks]) and &(-),
we have &(u) C ©O(abs(ali], [k1, ..., kn])) = D(€) € D. In other words, @(€) = D. Since
w(ali]) C D, the thesis follows immediately.

2. e = ejopes (where op € {>=,=<,<,> == 1= % +}). Then, € = €;opés. The thesis immediately
follows from the inductive hypothesis and the definitions of @(-) and &(-).
3. e = (b?e1:e3), then € = (?)\76/\1 : €3). By inductive hypothesis, we have that w(b) C 5(/\),

W(e1) C@(é1), and W(ez) € B(€3). One of the following cases occurs:

(a) w(b) = {0}. Therefore, W(e) = W(ez). Moreover, {0} C w( ) and &(é3) C ©(€). Hence, by the
definitions of @ and @, W(e) = D(ez) C &(&) C D(E).

(b) @(b) € D\ {0} and W(e) = W(e1). Therefore, either &(b) € D\ {0} and &(e) = B(&1), or

( )ND\ {0} # 0 and B(e) = B(é1) U w(eg) Hence, @(e) = w(e;) C D(é1) C D(e).

(c) D\ {0} Nw(b) # 0. Therefore D\ {0} N &(b) # 0. Hence, by the definitions of @ and @,

the induction hypothesis, and monotonicity of set union, we have @W(e) = w(ey) Uw(ez) C

=

B(e1) Uo(e) = (@)

Given a set of states S of a program P, let postp(S) = {s' : sZps’ and s € S}, the set of states
reachable from S by a single transition. We can now state the soundness of the abstraction:
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Theorem 1 (Soundness). Let P be an abstraction of P w.r.t. the family of sets of indexes {R(a)} 4,
and 'V C Vp. Let h, a and ~y be defined as above, then the abstract transition relation i>13 is an upper
approzimation of the the concrete transition relation = p, in symbols postp C (v opostp o a).

Proof. Let s = (i,w) € Sp be any concrete state. The proof proceeds by cases, considering the possible
statements s;, labelling state s.”

— s;1s ; (or return ;) and so is §;. Given the definition of transition relation, the thesis immediately
follows from the properties of the Galois connection (a,y);

— s; is @ = e; where x € Vp is a variable.® Then, in the concrete program, (i,w)—p(sSuccp(i),w’),
where w’ € ' = {w[d/x] : d € W(e)}. Then we have two cases.
If 2 € V, then & is 2=¢;. By Lemma 2, w(e) C ©(e). Moreover, by the definition of =,
(i,0)= 5(sSuccp(i),w1), where wy € 21 = {w = &[d/z] : d € B(€)}.
For every w’ € £2', we have that h({sSuccp(i),w’)) € {(sSuccp(i),w) : w € 21} (by the definition
of the functions ~ and h(-)). Therefore, since («,~) forms a Galois connection, we conclude that:

{(sSuccp(i),w') : ' € 2} T y({(sSuccp(i),wr) : w1 € 21)})

In the second case, = & V. Then, §; is a skip statement ;. The by the definition of = 5, we have
(i,0)= p(sSuccp(i), D). Since w and w’ only differ on the value of a variable not belonging to V3,

by the definition of the function -, & = W Therefore, by the definition of 7, we conclude that
(sSucep(i),w') € y({(sSucep(i),w)}.

— s; is alj] =e; (with e a liner expression with arrays), and assume R(a) = {ki,...,k,}. Then, §; is
of the form

Qyssap, =(1==k1) 7€ ag,,...,(J==kn)7¢: ap,.
In the concrete program, (i,w)-p(sSuccp(i),w’), where
W e ={w" =w|(w(a)k/d])/a] : k € W(j) and d € w(e)}
In the abstract program, (i,@)— 5(sSuccp(i),w:), where w; € 2, and

o = {wi = @[d1/ak1, ...,dn/akn] 1 d; € w((j == k‘l) ?e: aki)
for 1 <i<n}
Moreover, by Lemma 2, @(j) € @(5), @(e) C &(€), and, for any k € {ki,...,kn}, @(a[k]) = D(ay).
We need to show that for any w” € 2/, (sSuccp(i),w”) € y({{sSuccp(i),w) : w € 21}).
Let us consider an arbitrary w” € (2'. Then, w” = w[(w(a)[d/k])/a] for some k € W(j) and d € w(e).
We may have two cases:

" Throughout this proof we will extensively use some fundamental properties of Galois connections. Among
them we recall Vo € Sp,z C y(a(z)) and Vy € S5, a(y(y)) C y. Moreover, given that the control flow graphs
of P and P are identical, we have that sSuccp (i) = sSuccp (i) and we will use sSuccp (i) for the successor of
the abstract program as well. Same goes for the set Succp (7).

8 Here we only prove the single, non-parallel, assignment. The proof can be easily extended to the parallel case.
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1. ke {k1,... . kn}. Since @(j) C 5(j), we also have that k € &(j). Therefore, &(j ==k)ND\ {0} #
0. Moreover7 0 € @(j==k), for k # k' € {k1,....kn}. As a consequence, 2, = {&[d/ay] :
d € 5(e)} C . Clearly, since T(e) C &(€), we also have d € ©(€). Thus, (sSuccp(i),w”) €
Y{{sSuccp(i),w) : w € 22}), by definition of v. Hence the conclusion.

2. k & {ki,..., kn}. Therefore, w”(a)(k') = w(a)(k'), for any k" € {k1, ..., kn}. Since, ©(j) C (),
we also have that k € w( ). Hence, 0 € &(j==F), for k' € {ki,...,kn}. As a consequence,
W € 2. Since w and w” only dlﬂer on the value of some array element not belonging to
{k1,...,kn}, by the definition of the function =, @ = w’. Therefore, also w’ € ;. By the
definition of v, we conclude that (sSuccp(i),w’) € y({{sSuccp(i),w) : w € 21}).

— s; is if(e) (while(e) or assume(e);), where e is an (boolean) linear expression with arrays. Then

5; is if(€) (while(€) or assume(€);), and, by Lemma 2, T(e) C &(€). According to the definition of

the transition relation (see Section 3), there are three cases:

1. if 0 € w(b) and W(b )ﬂ’D\{O} # 0, then (i,w)=p(i’,w), where i’ € SuccP( ). Since W(e) C &(e),
then 0 € w(b) and w( )N D\ {0} # 0. Therefore, (i,0)—p(i’,0), where i’ € Succp(i), and the
thesis follows from the properties of Galois connection; N

2. W(e) = {0} and (i,w)=p(Tsuccp(i),w). Since w(e) C w( €), then either @(€) = {0}, or 0 € 7(b)
and E(A) NnD \ {0} # (. Therefore, (i,&)=p(i’,@), where, depending on the case, either i’ =
Tsuccp(i) or i’ € Sucep(i). The thesis immediately follows;

3. @(b) € D\ {0} and (i,w)=p(Fsuccp(i),w). The proof is similar to the proof of the previous
case.

s; is assert(e); where e is an (boolean) linear expression with arrays. Then §; is assert(e);. The
proof is similar to the previous case.

i = Exitp(pr). Let (i,w)mp@l,c@) be any state transition of the concrete program. By
definition of transition, i1 € Succp (i), wa(g) = w(g) for all g € Globalsp and wy(x) = wy(x) for all
x € Localsp(iy).

Since the control-flow graphs of the the two programs are isomorphic, Succp (i) = Succs (i), we have
i1 € Succp(i). Moreover, it is immediate to check that w2 (g) = &(g) for all g € Globalss and Wy () =

wi(z) for all 2 € Localsp(i1). Therefore, (i,@)mﬁ@l,@) is a state transition of P. By the

properties of Galois connections { (i1, wa)} C v(a({{i1,w2)})) and, in addition, a({(i1,w2)}) = {@w32}.
Hence, the thesis follows.
s; is pr(e); where e is a vector of linear expressions with arrays. Then, statement §; is pr(€);

Let <i,w>wp<FlrStp(pT),WQ> be any state transition from (i,w). Then, wi(z) = w(z)
for all x € Localsp(i), wa(wi) = d for d; € W(e;) for all z; € Formalsp(iz), and we(g) = w(yg)
for all g € Globalsp. Both Firstp(pr) and RetPtp(i) also belong to the control-flow graph of P.
Moreover, as in the previous case, it is immediate to check that w3(g) = ©(g) for all g € Globalsp
and wi(z) = @(x) for all x € Locals(i1). In addition. since @(e;) C @W(é;), for all e; occurring in

N RetP : —
e, then we also have that d; € W(¢é;). Therefore, (i, w>M> s(First5(pr),w2) is a state
transition of P. Similarly to the previous case, the thesis follows.

An immediate consequence of Theorem 1 is the following, stating the soundness of the abstraction

defined in this section when applied to a linear, array-free program P:

Corollary 1. Let P be a linear program without arrays (i.e. an array-free program) and 1% C Vp.
Moreover, let P be the abstraction of P w.r.t. V and h, o and v be defined as above. Then, postp C
(v o postp o a).
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In our abstraction/refinement schema, the initial set of variables chosen for the abstraction is V= Vp,
that is, the initial abstracted program contains all the numeric variables of P and does not contain any
array expression.

5 Interprocedural Data-Flow Analysis

We now define a procedure for interprocedural data-flow analysis of linear programs. Our procedure
extends the one described in [5], which is itself built on top of the tabulation algorithm defined by Reps,
Horwitz, and Sagiv in [11]. For the sake of brevity here we give a simplified version of the procedure, in
the sense that we do not describe Summary Edges. Summary Edges are data structures that cache the
result of the analysis of procedures thereby avoiding redundant work in subsequent computations. A
detailed description of Summary Edges may be found in [7] when they are applied to Linear Programs,
and in [5] when applied to Boolean Programs.

Let i € Np and e = First p(ProcOfp(7)). A path edge m; = (we,w;) incident in i is a pair of valuations

such that there is a valid path (1, w@ip(e, we) and a same-level valid path (e, we)&p@', w;) for some
valuation wg. In other words, a path edge represents a suffix of a valid path from (1,wp) to (i,w;). Let
i € Np, by II;(P) we denote the set of path edges incident in i associated with program P. Vertex i is
reachable if and only if IL;(P) # 0.

Let Q(P) be the Np-indexed family of sets Q;(P) = {{w1,ws2) : wi,ws : InScopep(i) — D} for all
i € Np. Let I1, IT' be two Np-indexed family of sets such that II; C Q;(P) and I} C Q;(P), for all
i € Np. We define the binary relation IT=IT" as follows. Let i € Np, IT} = II; for all j ¢ Succp(i) and

— if i corresponds to a skip (;) or return, then I7}

sSucep (i) HSSuccP(i) U Il
— if 4 corresponds to an assignment y=e, then

Hslsuccp(i) = HsSuccP(i) U {<w€7wi[d/y]> : <w€awi> € szd S wi(e)}

— if 4 corresponds to an if(e), a while(e), or an assert(e) statement, then

H%succp(i) = Irgueep (i) U {(we, wi) € II; : d € W;(e) for some d # 0}
Hésucc;v(i) = HFSUCCP(i) U {<we’wi> € Hl :0€ wl(e)}

— if 4 corresponds to a procedure call pr(a), then

Hslsuccp(i) = HsSuccP(i) U {<wj7wj> : wj(g) = wi(g)awj(y) S wi(a)v <wevwi> S Hia
g = Globalsp,y = Formalsp(pr)}

— if ¢ = Exitp(pr) then

ITj = IT; U {{we, wj) : wj(z) = wi(2),w;(g) = wilg),
<w€7wk> S Hka <whaw’i> € Hi)
wh(y) € Wk(a),wr(g) = wn(g),
RetPt(k) = j,y = Formalsp(pr),
z = Localsp(k), and g = Globalsp}

if j € Sucep(i). Notice that if j € Succp(i) then j is the first statement following a procedure call
s, = pr(a) (condition RetPt(k) = j) and IT} is obtained from IT; by adding all the pairs (we,w;)

Revision: May 7, 2005 (11:26) — Page 11 of 26



obtained from (we,wy) € I and (wp,w;) € II; such that the values associated at k (according to
wy,) to the globals and to actuals a are equal to the values associated at h (according to wy,) to the
globals and to the formals of pr respectively (conditions wy(y) € wWi(a) and wi(g) = wi(g)) and
w; is defined to be equal to wy over the locals of the caller (condition w;(z) = wk(z)) and to be
equal to w; over the globals (condition w;(g) = w;(g)), thereby inheriting the effects on the globals
of the procedure call. Notice that e and h are the vertexes associated to the first statements in the
procedure containing s (the procedure call) and vertex i (the exit vertex of the called procedure)
respectively.

Theorem 2 (Soundness). If [I=1II', then for alli € Np, II; C IL;(P) implies II} C II;(P).

Proof. Let IT C II(P) and IT=II'. Since II=-1II", then II' is obtained from II by one of the cases in
the definition of = and let i € Np be vertex of the statement considered. If j ¢ Succp(i) then IT} = II;
and since IT C II(P), it trivially follows that IT; C IL;(P). If j € Succp(i) then H} = II; U II* for
some IT* and we must prove that H]1 C II,;(P). This amounts to proving that both II; C II,;(P) and
IT* C II;(P) hold. The former is an obvious consequence of the hypothesis II C II(P). For the latter
we must show that the pairs of valuations in IT* are path edges incident in j and we proceed by cases:

— If s; is ; (or return;), then j = sSuccp(i) and IT* = II;. Let (we,w;) € II;. By hypothesis
II; C II;(P). This means that (w.,w;) is a path edge incident in ¢ and therefore that there exists a

valid path (1, w@ip(e,we}ip(i, w;). This path can be extended to the path

i

X5 o . .
<1> w0>‘0_>P<67 we>’_’P<Zv Wi>i>P<]; wi)v

which is a valid path. Therefore (we,w;) is a path edge incident in j.

— If s; is an assignment y=e, then j = sSuccp(i) and II* = {{we, w;[d/y]) : {we,w;) € II;,d € w;(e)}.
Let (wi,ws) € IT*. By the definition of IT* we know that w; = w. and wy = w;[d/y] for some
(we,w;) € II; and d € w;(e). By hypothesis II; C IL;(P). This means that (w.,w;) is a path edge

e i
incident in i and therefore that there exists a valid path (1,wy)—> p{e,we)—= p(i,w;). This path

can be extended to (1,w0>—2—‘)—>p<e,we>£‘l>p(i,wi>i>p<j,w,-[d/y]> which is a valid path. Therefore
(w1, ws) is a path edge incident in j.

— If s; is if(e), while(e), or assert(e) then j € {Tsuccp(i),Fsuccp(i)}. If j = Tsuccp(i) then
I = {{we,w;) € II; : d € w;(e) for some d # 0}. Let (wy,ws) € IT*. By the definition of
IT* we know that wq = we and we = w; for some (we,w;) € II; such that d € w;(e) for some
d # 0. By hypothesis II; C II;(P). This means that (w.,w;) is a path edge incident in ¢ and

55 s
therefore that there exists a valid path (1,wy)—> p{e,w.)—=p(i,w;). This path can be extended

to <1,w0>£%p<e,we>ie—>p<i,wi>i>p<j, w;) which is a valid path. Therefore (wy,ws) is a path edge
incident in j. The proof for j = Fsuccp() is analogous and therefore omitted.

— If s; is a procedure call pr(e) then j = sSuccp(i) and II* = {{(wj,w;) : wj(g) = wi(g),w,;(y) €
w;(e), (we,w;) € II;,g = Globalsp,y = Formalsp(pr)}. Let (wi,w2) € II*. By the definition of
IT* we know that wiy = w; an wy = w; where w; is a valuation such that w;(g) = w;(g) and
w;(y) € wi(e) for some (we,w;) € II; with g = Globalsp and y = Formalsp(pr). By hypothe-
sis II; C II;(P). This means that (we,w;) is a path edge incident in ¢ and therefore that there

e i e
exists a valid path (1,wp)—= p{e,we)—=p(i,w;). This path can be extended to (1,wp)—> p{e,w.)
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X! i
—e>p(i,wi>w>p(j,wj> where w : Localsp(i) — D is such that w(x) = w;(x), with

x € Localsp (i), which is a valid path. Therefore (w1,ws) is a path edge incident in j.
— If i = Exitp(pr), then

II" = {{we, wj) : wj(z) = wi(z),w;(8) = wi(g),
<wevwk> S Hk‘a <wh7wi> S H’ia
wr(e) = wn(y),wk(g) = wr(g),
RetPt(k) = j,y = Formalsp(pr),
z = Localsp(k), and g = Globalsp}

for j € Succp(i). Let (w1,w2) € IT*. By the definition of IT*, w1 = we and wy = w; where w;(z) =
wi(z) and w;(g) = w;(g) for (we,wy) € I, and (wh,w;) € II; such that wi(e) = wi(y) and wi(g) =
wp(g) with RetPt(k) = j, y = Formalsp(pr), z = Localsp(k), and g = Globalsp. By hypothesis
II; C II;(P) and II; C IIx(P). This means that (we,wy) and (wp,w;) are path edges incident in

e k
k and i respectively and therefore that there exist valid paths (l,w())ip(e,we}ip (k,wy) and
h 7
<1,w0>2—°>p<h,wh>ip<i,wi>. Consider the path

zk caLL(RetPt(k),w) =i RET(j,w)
-

P ; . .
<17WO>J_>P<67WE>4C_>P<kvwk> P<h7wh>*h_)P<7’awi> <J7wj>7

where w : Localsp(i) — D is such that w(x) = wi(x), with x € Localsp (7). This is a valid path. In

fact (k, Wk>wp (h,wp) and (7, w;) nerl ) (4, wj) are legal transitions, because of wy(e) =
wp(y), wi(g) = wr(g) and w;(z) = wi(2), w;(g) = wi(g) respectively.

Let IT° be such that [T} = {(w,w) : w(z) € D for all 2 € InScopep(1)} and II] = ) for all j €
Np\ {1}.

Theorem 3 (Completeness). Let II° be defined as above. If (wy,w;) € IL;(P) then there exists II'
such that IT°=*IT" and (wy,w;) € IT}.

h
Proof. Let (wp,w;) € TII;(P), then there exists a wvalid path = = (1,w0>2—°>p<h7wh>
i
—p (4, w;) for some valuation wy. The proof is by induction on the length of m. In the base case,
the length of 7 is 0, i.e. 7 = (1,wp). We take IT' = II°. Both II'=*II"' and (wp,w;) = (wo,wo) € II?

trivially hold. In the step case, let 7 be of length n + 1. Let 7’ = <1,w0>ip<e,we>i>p<i,wi) be the
prefix of 7 of length n. Obviously 7’ is a valid path and therefore (w,,w;) € II;. By induction hypothesis
there exists I1’ such that I[1°=*II" and (w.,w;) € II]. Path 7 is obtained from 7’ by adding a transition
associated with s;. The proof continues by a case analysis.

. o S, €. .

—If s; is a ; (or a return;), then 7 = (1, wo)——p(h,wn)—>p(i,w;)—{j,w;) with w; = w; and
(h,wn) = (e,we). By the definition of = is follows that there exists I such that II'=II' (and
therefore IT°=*IT") with IT} = IT; U IT]. From this and the fact (w,w;) € II] it readily follows that
(wn,wj) € II}.

Zh Eb € . .
— The cases where s; is an assignment y = e, then m = (1, wo)—= p(h, wp)—> p (i, w;)—(j,w;) with
w; = w;[d/y], with d € @;(e), and (h,w;) = (e,w,). By the definition of = is follows that there

Revision: May 7, 2005 (11:26) — Page 13 of 26



exists IT! such that IT'=1II' (and therefore I[T'=*II') with
1_ _ _
II; = HJI' U {{we,wi[d/y]) : (we,w;) € IT},d € W;(e)}

From this and the fact (w,,w;) € II] it readily follows that (wp,w;) € I1}.
h i
— If s; is if(e), while(e), or assert(e), then m = (1, w0>2—0>p<h, u)h>ip<7;,w7;>i><j, w;), with w; = w;,
j € {Tsuccp(i),Fsuccp(i)}, and (h,wp) = (e,w.). Let us consider the case where j = Tsuccp (i)
(the case where j = Fsuccp(i) can be proved similarly). By the definition of = is follows that there
exists IT' such that II'=-II' (and therefore I1°=*II') with

1T} = II; U {{we,w;) € I} : d € w;(e) for some d # 0}

Since j = Tsuccp i, by the definition of state transition, d € w;(e) for some d # 0. From this and
the fact (we,w;) € IT] it readily follows that (wp,w;) € IT;.
— If s; is a procedure call pr(e), then

e k

™= <17w0>ip<e,we>ip<k,wk> OALL(RetPtp (k) wr)

P<ja wj>7

k
with j = Firstp(pr), and (e, we)&% p(k,wy) is a same—level path. Therefore, by induction hypothesis,
there exists I’ such that II'=*II" and (we,wy) € II},. By the definition of = is follows that there
exists IT' such that II'=II' (and therefore II°=*II") with

1T} = IT5 U {{wj, w)) : wi(g) = wi(8),w;(y) € W (), (wer, wir) € 1T,
g = Globalsp,y = Formalsp(pr)}

On the other hand, by the definition of state transition for a procedure call, we also have that
w;j(g) = wi(g) and w;(y) € Wi(e). Therefore, (wy,w;) € IT} as required.
— If i = Exitp(pr), then

h k

X X b} e w X 3 j W
7 = (1,wo)—=p(h,wn)—>p(k,wg) cat(fietPte (B)w0) p<e,we>—e>p<i,wi>M><j, wj),

k i
with e = Firstp(pr) and j € Succp(k). Moreover, both <h,wh>ip<k,wk> and (e,we>&%p<i,wi>
are same-level paths. Therefore, by induction hypothesis, there exists II’ such that IT°=*II" and
both (wp,wk) € II}, and (we,w;) € II]. By the definition of = is follows that there exists II' such
that II’=1II"' (and therefore I1°=*II') with

1T} = I U {{wpr, wj) : wj(z) = wi (), w;(g) = wi(g),

(whz,wk/> S HI/W <we,wi> S Hz/’

we(y) € Wi (e), wr (8) = we(8),

RetPt(k’) = j,y = Formalsp(pr),

z = Localsp(k’), and g = Globalsp}
On the other hand, by the definition of state transition for a procedure call, we also have that
we(g) = wi(g), where g = Globalsp, and w,(y) € wi(e), where y = Formalsp(pr). Similarly, by the
definition of state transition for Exitp(pr), w;(g) = wi(g), and w;(z) = wg(z), where z = Localsp(j).
Therefore, (wy,w;) € I} as required.

Corollary 2. Let II° be defined as above and IT such that II°=1II. For all i € Np , i is reachable if
and only if II; # ().
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6 Symbolic Model Checking of Linear Programs

Let e and ne be generalized linear expressions, B a set of atomic generalized boolean linear expressions.
We define the relation e— (B, ne) to be the smallest relation such that e—(0,¢e) for all e € VUZ U {u}
and closed under the following inference rules:

e1—(By,ne1) e1—(Bz,nez)

if op € {*,+,>=,=<,<,> ==, 1=
(61 0p62)_)(Bl U BQ, (nel opne2)) p { ) ) 5 }

b—(B,nb) ei1—(Bi,ney) b—(B,nb) es—(Ba,nes)
(b?e1 : e2)—(BU By U{nb"}, ney) (b?ey : e2)—(BU By U{nb™ },nes)

where b (b7) is b!=0 (b==0, resp.) if b is a generalized linear expression and b (!b, resp.) if b is
a generalized boolean expression. It can be shown that if e—(ne, B), then ne (B) is a (set of, resp.)
generalized linear expression(s) without conditionals.

Let U = {uj,us,...} be an infinite set of variables such that U NV = (. If e is a generalized
linear expression, by e* we indicate the expression obtained from e by replacing every occurrence of
1D, e1 1=ea, and €1 ==eq, with —=b, =(e; = e2), and e; = eq, respectively, and every occurrence of u in
e with a distinct variable u,, € U. If w is a formula and wus,,...,up, the variables from U occurring
in w, by 3U.w we denote the formula Jup,....Juy, .w. Notice that if e is a linear expression without
conditionals, then e* is a expression of the language of Linear Arithmetics.

Let y and e be k-uples of variables and generalized linear expressions with £ > 0 such that no
variable in y occurs in e. We define

a(y,e):\/{/k\@U —nel/\/\B ) —(By;,ne;) fori=1,. k}

i=1

Moreover, for a generalized linear expression e we define

=\/{3U.(ne* A \ B)* : e—(B,ne)}
B (e) = \/{3U.(ne; A J\ B:)" : e—(B,ne)}

For  example, if e = (3*x+(y<0?u :y)) then e—({y<0},3*x+u) and
e—({!y<0},3*x+7y). Therefore a(z,e) = (Fu1.(y <0OAz=3xx4u1)V(~(y <0)Az=3%x+y))
which can be simplified to the logically equivalent formula (y < 0V (=(y < 0) Az = 3%z +y)). Similarly,
Bre) = Cui.(y <OA=Bxz+u; =0))V(=(y <0)A=(3%x+y =0))) which can be simplified to
(y<O0V(~(y<0)A-(B*x+y=0))).

The following result states that a(y,e), 37 (e) and 3 (e) provide encodings in Linear Arithmetics of
the semantics of linear expressions:

Lemma 3. Let y be a variable and e a generalized linear (boolean) expression, such that y does not
occurs in e, then for any valuation w:

— k=w 81 (e) iff d € @(e), for some d #0;
— Ew B (e) iff 0 € @(e);

— if e is a generalized linear expression, then W(e) = {d € D : [Fy[a/y a(y,€)}.
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Proof. The proof is by induction on the structure of the expression e. The base case (for e a constant
or a variable) is straightforward. Therefore, here we consider the step case only.

— e = (e10pey), with op € {*,+,>=,=<,<,> == 1=}, Let w be a arbitrary valuation, and d € w(e). By
the definition of @, d = dy opds, for some d; € W(e;) (i = 1,2). Moreover, both e; and es are linear
expressions. Therefore, by induction hypothesis we know that:

W(ei) ={d € D :[yjayz) a2, i)}
for i = 1,2. Thus, by the definitions of «(z;,e;), we have that for : = 1,2:
Fufd /=) iz =T A [\ By)*

for some e;—(B;,ne€;).
Without loss of generality, we may assume that z; # 25 and U; N Uy = () (otherwise we can rename

all the variables in Us U {22}). Since no variable in Uy occurs free in (22 = 7ég A A B2)* and no
variable in U occurs free in (z; = ey A A\ By)*, it follows that:
Fwldi /21,ds /2] 3U13U2.(21 = TET A 2 = ez A /\E A /\E)*
Taking U = U; U U, this is equivalent to
Fwlds /21,2 /22) U-(21 = M1 A 22 =Tiea A \ Bi A \ Ba)* (1)

By the definition of e™, it clearly follows that:

Fwldy /21,da/20) JU-((z1 0D 22)T A 21 = ey A zo =Tieg A\ By AN\ Ba)* iff dyopda # 0.
and
):w[d1/21,dz/ZQ] HU.((Zl Ong)i N 2z1 =nej N\ zg =nex N /\E/\ AE)* iff dy opds = 0.

Since d = d; opds and neither z; nor zy occurs in 7ey, mea, B1 or Ba, the following hold:
o 3U(meropmez) T A \Br A \B2)® iff d#0

o U.((Meropmiez)” A \BiA \B2)* iff d=0

By one application of the inference rule for linear operators, we know that e—(B; U By, Tiéy opTies ).
Therefore, from the definition of $(e), we immediately conclude that }=, 57 (e) iff d € @(e) and
d#0, and =, 5 (e) iff 0 € D(e).

If, in addition, op € {*,+}, from (1) follows that

):w[d1/21,d2/22] ElU(Zl OpZQ = WOPTQA /\EA /\‘3#2)4<

and from that o
Fuiass) 3U-(z = neropnez A \ By /\ Ba)®

where 2z is a variable not occurring in mey, nes, Bi orE. Therefore, from the definition of a(z,e),
we immediately conclude that = 5/, a(z,€). Hence, d € {d € D :}=, 5, a(z,€)}.
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For the other direction, assume that =, Bt(e)iff d € W(e) and d # 0, =, B (e) iff 0 € T(e), and,
if e is a linear expression, that d € {d € D :}=,3,,) a(z,¢)}. Therefore, by the definitions of 610,
B () and «(), we have that

Eo 87 (e) iff |, 3U.(ne™ A /\B)* for some (B, ne) , with e—(B, ne;)

E. 0 (e) if E,3U.(ne” A /\B)* for some (B, ne) , with e—(B, ne)

and, if e is a linear expression,
'ZW[E/Z] U.(z = ne A /\B)*

for some pair (B, ne), with e— (B, ne).
Since e = ej opes, both e; and ey are linear expressions and B = By U By and ne = nej opnes,
where e;— (B, ney) and ea—(Bsg, nes). Therefore, we have

= AU.(net A /\B)* iff =, 3U.((nejopnez)t A /\B1 A /\32)* (2)
o AU.(ne” A \B)* iff =, IU.((ne1opnes)™ A [\ Bi A [\ Ba)* (3)
the right-hand side of (2) (and (3), resp.) are equivalent to following:
. JU.((ney opnes)™ A /\B1 A /\ By)* (4)
E. 3U.((ne1 opnez)™ A /\B1 A /\ By)* (5)

Moreover, if e is a linear expression,

Fufay 3U-(z = neropnez A /\Bl A /\Bg)* (6)

From (6) we immediately obtain:
):w[ﬁ/z] AU.(z = nej opneg A /\ B1)* A3U.(z = ney opnea A /\Bz)* (7)

Let now z1, 22 be two new variables. From (7), there must exists dq,ds € D with d = diopdy and
such that:

|:w[g/z7d1/21,d2/z2] z=z10pzy A U.(21 = ney A 29 =nes A\ B1)*A (8)
AJU.(z1 =ney A za =nea A\ Ba)*

Similarly, from (4) there must exist di,ds € D with dy opds # 0 and:

Fwldy/21,ds /2] (21 opz2)T A JU.(21 =ney A 23 =nea AN\ Br)*A (9)
AJU.(z1 = ney A za = neag A \ Ba)*

and from (5) there must exist dy,ds € D with d; opdy = 0, and

Fwldi /21,da /2] (210p22)7 A JU.(21 =ney A 2z =nes A\ B1)*A (10)
AJU.(z1 = ne1 A zo =nea A\ Ba)*
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Each of the equations (8), (9), (10) implies that:

Fwldy /=] @(z1,€1) and Fwlds/zs] (22, €2)

By induction hypothesis, d; € @W(e;) (for i = 1,2). Hence, by the definition of @(e), d = dy opdy €
w(e). Moreover, from (9) we can conclude that d # 0, and from (10) we can conclude that d = 0, as
required.

e = (b7ey1 : ea) where, for i = 1,2, e; is a linear expression. Let w be a arbitrary valuation, and
d € W(e). By induction hypothesis we know that @(e;) = {d € D :}=y(q/,] (ei, 2;)} for i = 1,2 and
= 61 (b) iff ' € @(b) for some d’ # 0, and |= B (b) iff 0 € @(b).

By the definition of @, either d € W(e1) and d’ # 0 € W(b), or d € W(ez) and 0 € wW(b). Let us consider
the first case (the second case is similar).

Thus, by the definition of a(e;, z;) and B (b), we have that:

|:w[g/z1] 3U1.(Z1 =ne; N /\Bl)*
for some pair (B, ne;) with e;—(B1,ne;) and
o U (b A\ B))*

for some pair (B’,nb") with b—(B},nb’).
Again, without loss of generality, we may assume U; N U’ = (). Since no variable in U; occurs free in
(nb™ A A\ B’)* and no variable in U’ occurs free in (z; = ne; A A By)*, it follows that:

ey AU (21 = nes A\ Bi A nb't A\ B)* (11)

Now, under the assumptions we have made, e—(B; U B’ U {nb'*},ne;) (by one application of the
inference rule for the positive case of conditional expression). Therefore, from the condition above
and the definition of a(e, z1), it follows that ):w[a/zl} a(e, 1), and, therefore, d € {d € D Fwld/=)
a(e, z1)}. Moreover, by the definition of e*, equation (11) is equivalent to =, 3U;3U".(nef A\ By A
nb'* A\ B")* iff d # 0. Hence, from the definition of 37 () and the reduction rules for conditional
expressions, we can conclude that =, 37 (e) iff d € @(e), for some d # 0. In a very similar way we
can conclude also that =, 5 (e) iff 0 € wW(e).

For the other direction consider any d € {d € D :}=,(q/.] (e, z)}. Then,

Eoe Uz =71 A \B)*

for some e—(B,me). There are two cases:
e e = ne; for some e;—(By,nep), and B = By U B’ Unb't, for some b—(B’,nb’).
e e = ney for some es—(Ba,ney), and B = By U B’ Unb'~, for some b—(B’,nb’).
Let us consider the first case (the proof in the second case is similar). Then,

o Uz =nes A \NBr A \B' A nbt) (12)

and therefore
Foass 3U-(z=nex A N\ B1)* AU A \B)*
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from two conjuncts we obtain |:w[3/z] a(z,e1) and |=, BT (b), and, by the inductive hypothesis,
d € w(e) and d' € w(b) with d’ # 0. B

As a consequence, by the definition of W(e), d € wW(ey) C w(e).

Moreover, equation (12) is equivalent to

o U.(nef A \Bi A N\B' A nb )"
if and only if d # 0, and equation (12) is equivalent to
w 3U.(ney A \Bi A \B' A nb'")*

if and only if d = 0. From that immediately follows that =, 87 (e) iff d € T(e) for some d # 0, and
Eo G (e) iff 0 € w(e).

Let e be an expression, by ¢ we denote the expression obtained from e by replacing each variable,
say v, with the corresponding primed version (i.e. v). This notation is extended over sets (tuples) of
expressions in the obvious way, i.e. E' = {e’ :e € E} (¢ = (e],...,el) if e = (e1,...,en), resp.).

Corollary 3. Lety’ and e be k-uples of primed variables and generalized linear expressions (resp.) with
k > 0 such that no variable in'y’ occurs ine. Let w:V — D and o' : V' — D. The following fact holds:

Fouwr ay’, ) if and only if ' (y') € W(e)

We now define a symbolic counterpart of the = relation which is amenable to mechanization.

A Disjunctive Linear Constraint D (DLC for short) is a formula of the form D = \/,3U. \; cij,
where ¢;; are linear constraints. The symbol L stands for an unsatisfiable linear constraint. An Abstract
Disjunctive Linear Constraint of arity n (ADLC for short) is an expression of the form Ax.Ax’.D, where
D is a DLC and x is an n-uple comprising the free variables occurring in D.? We define the following
operations on DLCs:

Application. Let Axx’.D be an ADLC of arity n and s and t be n-uples of linear expressions. The
application of § = Axx'.D to (s,t), in symbols d(s,t), is the DLC obtained by simultaneously
replacing from D the variables in x (x’) with the corresponding element of s (t resp.).

- Conjunction and Disjunction. Let D1 and Ds be DLCs, then D1 M Dy and D; U Do are any DLCs
logically equivalent to Dy A Dy and Dy V D5 respectively. These operations are extended to ADLCs
as follows. Let d; and d; be ADLCs of the same arity, then d; Mde = Axx’.(61(x, x’) Mda(x,x’)) and
01 Uy = Axx’.(61(x, %) U da(x,x)).

Quantifier Elimination. Let D be a DLC, then 3x.D is any DLC equivalent to D obtained by
eliminating from D the variables in x.

Entailment. Let §; and d2 be ADLCs of the same arity, then §; C s iff all the pairs of valuations
satisfying 07 satisfy also da, i.e. [01] C [d2] where [0] = {{w,w’) i Eouw 0x,x),w : V — D,w :
V' — D}.

By A(P) we denote the Np-indexed family of sets of ADLCs such that A;(P) is the set of ADLCs of
arity | InScopep(i)| for all i € Np. Let A, A € A(P)'°, we define the binary relation A—A! as follows.
Let i € Np, A} = A; for all j & Succp(i) and

9 In the sequel we will abbreviate Ax.Ax’.D with Axx’.D.
9 With an abuse of notation we write A € A(P) for A; € A;(P), for each i € Np.
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— if 4 corresponds to a skip (;) or return statement, then

Al = AsSuccP(i) u Az

sSuccp (2)
— if ¢ corresponds to an assignment y=e, then
Aisuccp(i) = Assucep (i) U Axx".3x".(A;(x,x") Naly”,e')Nz" =2')

where x = InScopep (i) and z = InScopep (i) \ y;*
— if ¢ corresponds to an if(b), while(b), or assert(b) statement, then

A'lI‘suCCp(i) = ATSUCCP(i) u )\XX/'(Ai(Xv X/) M 6+ (b/))
IlTsuccP(i) = AFSUCCP(i) U )\XX/’(Ai (X7 XI) M 57(1)/)})

with x = InScopep(4);
— if 4 corresponds to a procedure call pr(e), then
Aisuccp(i) = Assucep (i) U Aww” (Txx’.(A;(x,x)Naly”,e)ng’' =g)nl=1")
with x = InScopep(i), y = Formalsp(pr), w = InScopep(sSuccp(i)), g = Globalsp, and 1 =
Localsp(sSucep(7));
— if ¢ = Exitp(pr) then

AL = A;Udww” 3w (Ap(w, W) y” =y N3x'z" (A(x,x")Na(f’, ") Ng =g"))

if j € Succp(i) and k such that s = pr(e) and RetPt(k) = j, w = InScopep(k), f = Formals(pr),
y = Localsp(k), x = InScopep (i), z = Localsp (7).

For example, let s; be the parallel assignment yq,y,=((y1>0)?y;+1:u),y,+1 and InScopep(i) =
{x,y1,y2}. Hence, e = (((1>0) 7y1+1:u),y2+1), ¥y = (y1,92) and z = (z). Then, a(y”,e’) = (i =
yi+1AY =yhb+1Ay >0)V Jui(y] =uwi Ayy =35+ 1A -y] > 0)). This can be simplified to
aly”.e)=(y =yi +1Ays =ys + 1Ay >0) V (y5 =5+ 1 A—y; >0)).

Therefore, the new set of path edges added to Agsycep(s) is represented by the following ADLC
A2, 1, o, 3yl -3, o (4 (G, 1, 9, (0 w)) 1 (0 = 9+ 1A = Yo+ 1A > O A g =
)V (ys = yh + 1Ay > 02" =2'))).

As a  further example, let s; be the statement if(y>0&ky==2*u) and
InScopep (i) = {x,y}, then (after some simplifications) 7 (b') = Jui.(y' > 0Ay =2%u;) and B (V) =
Fuy.(y' > 0A—y' = 2xu1)V(—y' > 0). The new set of path edges added to Apgyeep (i) (£0 Apgucep (i)> T€SP.)
is represented by the following ADLC Az.2’.y.y/ . Fui.(A;({x,y), (', ")) (¥ > 0Ny =2xu; Aa' = x))
Azx.y.y Fur (A ({2, y1,y2), (@ y, ys) N (Y > 0Ny =2%xug A’ =2)V (—y > 04z = x))),
resp.).

Let A € A(P), we define [A] as the Np-indexed family of sets [A], such that [A], = [4;], for all
1 € Np.

Theorem 4 (Soundness and Completeness). Let P be a linear program and A, A € A(P). The
following fact holds: A—* Al if and only if [A]=][A].

' We abbreviate =} = z1 A ... Az, = z, with X' = x, where x = (z1,...,zn).
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Proof. Tt suffices to observe that by replacing each ADLC § with [§] throughout the definition of —
we obtain the definition of =. Let i € Np. If j ¢ Succp(i), then A} = A; becomes [A]] = [A;] and
therefore [A'], = [4]

I

— If s5; is a ; statement (or a return;), then A;Succp(i) = Assucep(i) U Ai becomes [[Al]]ssuccp(i) =
[[A]]SSuCCP(i) U [[A]]w

— if s; an assignment y=e then A;SUCCP(i) = Assucep(i)UA* and we must show that [A*] = {(we, w;[d/y]) :

(we,w;) € [A];,d € Wi(e)} where A* = Axx".3x’.(A;(x,x) Na(y”,e) Nz’ = 2z’), where x =
InScopep (i) and z = InScopep (i) \ y. By definition [A*] is equal to
{{we,w;) 1 | I (Ai(x,x") Na(y”, )Nz’ =2')} (13)
By Corollary 3, (13) is equivalent to:
{{we,w)) : (we, wi) € [A];,w;(y) € Di(e), wj(z) = wi(z)} (14)
and (14) can be finally simplified to:
{(we,wild/y]) : (we,ws) € [A];,d € Ti(e)}

— if ¢ corresponds to an if(b), while(b), or assert(b) statement, then AlTsuCCP(Z.) = Arsucep (i) U A*
(the case of A%succp(i) is symmetric) and we must show that [A*] = {{we,w;) : (we,w;) € [A],,d €
w;(b) and d # 0}, where A* = \xx’.(A;(x,x') N BT (b)), and x = InScopep(i). By definition [A*] is
equal to 12

{{we, wj) : Fu.uw; Ai(x,x") 17 (b)} (15)
where j = Tsuccp(i). By definition, |=,, . Ai(x,x') if and only if (wew;) € [A;]. Therefore, (15)
is equivalent to

{{we,wi) + (wews) € [A] and o, e 67(0)} (16)
Finally, by Lemma 3, (16) is equivalent to:
{{we, wi) : (we,w;) € [A];,d € D;(b) and d # 0} (17)

— if ¢ corresponds to a procedure call pr(e), then A;Succp(i)

that [A*] = {{wj,w;) : (we,wi) € [A];;w;(g) = wi(g),w;(y) € wi(e)}, where j = sSuccp(i),
A* = dww” . (Ixx'.(A;(x,x)Na(y”, e )Ng” = g')Ml =1"), and x = InScopep (i), y = Formalsp (pr),
w = InScopep(j), g = Globalsp, and 1 = Localsp(sSuccp(i)). By definition [A*] is equal to

= Assucep(i) U A%, and we must show

{{wn, wj) : Fonuwy Ixx'.(Ai(x, x)Naly”,e)ng’ =g )nl=1"} (18)
By the last conjunct (1=1") in the DLC above, (18) is equivalent to
{5 3)  Fuyony FXK-(Ailxx) Maly” e Ng” = &) (19)
By Corollary 3, (19) is equivalent to:
{{wj,w;) : (we,wi) € [A];,w(y) € Wi(e) and w;(g) = wi(g)} (20)

12 Given w : V — D, with w’ (w”, resp.) we denote the valuation w’ : V' — D (w” : V" — D, resp.) such
that w'(z') = w(x), for all 2’ € V' (w"(z"”) = w(x), for all 2”7 € V).
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— if ¢ = Exitp(pr) then A} = A; U A*, where j € Succp(i), and we must show that

[[A*]] = {<w€7wj> :<w67wk> € IIA]]ku <wh7wi> € [[A]]w wk(g) = wh(g)7
w;(y) = wi(y), wn(f) € @r(e), and w;(g) = wi(g)}
with k such that s = pr(e) and RetPt(k) = j, w = InScopep(k), y = Localsp(k), f = Formals(pr),
x = InScopep (i), z = Localsp (i), and
A* — AWW//.HW///. (Ak(w, W///) |—| y// — y/// I—I
EX/ZN.(Ai(X/7X”) |—| a(f/’e///) I—l g/ — g///))

By definition we have that:

[[A*]] _ {<weij> :lzngw}’ Iw'". (Ak(W,W”/) M y// _ y/// ml
N3Ix'z".(A;(x',x") N alf’,e") N
g =g")}

Therefore, a pair (we,w;) € [A*] if and only if there exists some valuation wy, such that (w.,ws) €
[Ak] with w;(y) = wk(y) (since =y ruey y” =y” must hold), and such that

I:wgluwg/ HXIZ//.(AZ‘(XI7X//) M Oé(f/,e/”) M g/ ng)) (21)

On the other hand, by definition of [4;] and Lemma 3, Equation (21) holds if and only if there exist
two valuations wp, and w; sich that (wp,w;) € [A:], wr(f) € wWi(e), wn(g) = wi(g) (since it must
hold Izwfhu%u g’ =g"), and w;(g) = wi(g) (since x” = z” U g", and the variables g” in equiation
(21) are not quantified away).

Summarizing, from the above reasoning, we obtain that

[A7] = {(we, w)) < (we, wr) € [Al, (wn,wi) € [A];, wi(g) = wn(g),
wj(y) = wi(y), wn(f) € Dr(e), and w;(g) = wi(g)}
as required.

Let AY € A(P) such that A) = Axx'.x’ = x with x = InScopep(1l) and A = Ax;x;. 1 with
x; = InScopep (i) for all i € Np \ {1}.

Corollary 4. Let A° be defined as above and A' such that A°—*A'. The following fact holds: i is
reachable if and only if [A}] # 0. .

7 Implementation and experimental results

We have extended the model checking procedure for linear programs of EUREKA along the lines discussed
in Section 6 so that it now supports the analysis of linear programs extended with the u symbol and
conditional expressions. Quantifier elimination is implemented by means of the Fourier-Motzkin method
[12]. Entailment checking is done by using ICS v2.0 [13] as a decision procedure for the boolean com-
bination of linear arithmetic constraints. This is done by reducing the problem of determining whether
01 C &3 holds to that of determining the unsatisfiability of the formula d; (¢, ¢’) A—d2(c, ¢), where ¢; and
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0o are ADLCs of arity n and c is an n-uple of distinct constants. In order to assess the effectiveness of
the approach we have also developed in EUREKA [7] a prototype implementation of the counterexample-
guided abstraction refinement procedure outlined in Section 2. In order to check the satisfiability of the
formulae encoding the feasibility of the traces generated by the model checker (see Section 2) we use
CVC Lite [14] as it is a complete prover for the union of the theory of arrays and linear arithmetics.

Preliminary experiments confirm the effectiveness of the proposed approach. For instance, EUREKA
readily concludes that the program in Figure 1 is safe. Quite interestingly Blast incorrectly reports that
the same program is unsafe. This is due to the fact that Blast models any “[...] expression p + i, where
p is a pointer and ¢ is an integer, as yielding a pointer value that points to the object pointed to by
p” [3]. Since in the C language a[i] is a shorthand for *(a+i), this means that all array elements are
undistinguishable for Blast during analysis. Since SLAM deals with pointers in the same way, we expect
it should exhibit the same behaviour, but we could not verify this since the SLAM toolkit is not publicly
available. On other linear programs with arrays (successfully analysed by EUREKA) Blast reports an
error due to the incapacity to discover new predicates for the abstraction.

We also compared EUREKA with CBMC.!3 At the core of CBMC lies a procedure that encodes
the (bounded) verification problem for C programs into a SAT formula. The number of propositional
variables in the SAT formula generated by CBMC grows linearly with the size of the arrays defined
in the input program. In contrast EUREKA, by considering the array elements in an incremental and
counterexample-driven manner, uses—in many cases of interest—time and memory resources indepen-
dently from the size of the arrays defined in the input program. (The program in Figure 1 is a typical
example of this.) More in general, we tested EUREKA and Blast on a number of C programs that make use
of arrays and that we use as regression tests for EUREKA. The results are summarized in Table 2.1 The
reader may refer to the EUREKA project webpage (URL: http://www.ai.dist.unige.it/eureka) for a
detailed description of the experimental results. Array out of bounds properties are not shown here, but it
is easy to see that they can be checked by instrumenting the code by putting assert(e <dim(a))A(e>=0)
before any occurrence of a[el, for any a € A in the program.

8 Related Work

BLAST and SLAM are the classical points of reference for describing the successful approach of the
abstraction/refinement paradigm. They have mainly been used to verify (even huge) security properties
of device drivers written in C, which are particularly control-intensive (as an opposite to data-intensive)
programs. As shown in this paper and in [7] as well, these tools seem to encounter some trouble in
reasoning about (even small) data-intensive programs. The MAGIC tool also expoits boolean abstraction
and refinement of C programs, with the extra burden that the user has to supply the specification (in
an automata-based language) of the behaviour that the program has to obey. CBMC [9] is the bounded
model checker for C programs that we used for a comparison with EUREKA (section 7 describes the
details).

13 CBMC uses a “physical” model of memory: every integer variable is modeled as a word of n bits, where n is
either 8, 16, 32, or 64. The default (used for our experiments) is n = 32.

14 The mout results of CBMC depend on both time and resources spent in finding the proper unwinding assertions
in order to automatically determine a safe bound for model checking the program. This limitation can be
overcome by setting a bound at command line. Of course then, bounded model checking may lead to incomplete
answers from the tool.
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Table 2. Results of the experimental analysis

Program [EUREKA[BLAST[CBMC]
array_init.c safe error | safe
array_init_assign.c safe | unsafe | safe
complex_guard.c safe | unsafe | safe
simple_swap.c safe safe safe
sequential_swap_call.c safe error safe
simple_array_inversion.c | safe | unsafe | safe
bubblesort_inner_loop.c unsafe | error |unsafe
bubblesort.c unsafe | safe |unsafe
array_max.c safe error | safe
wrong_loop.c unsafe | error | mout
loop_on_input.c unsafe | unsafe | mout

simple_control_on_input.c| unsafe | unsafe | mout

Legenda:
- error: the tool halts and reports that it cannot find a suitable refinement.
- safe: no error state can be reached by the program.
- unsafe: an error state may be reached by the program.
- mout: the tool goes in memory out.

Flanagan deeply examines the connection between Constraint Logic Programs (CLPs) and imperative
and object oriented programs [15-17]. Particularly, in [17] CLPs are imbedded in the (boolean) abstrac-
tion/refinement paradigm in order to combine and unify theorem proving (performed with CLP(D))
and boolean model checking (performed using CLP(B)).

Choi et al. [18] investigate domain abstraction (that is, an abstraction over the input domain of a
system) based on data equivalence and trajectory reduction, and show that, assuming the input system
being totally deterministic, the abstracted system simulates the original system.

Abstract Interpretation [19-21] not only is used to statically verify properties of systems, but it
also represents the semantic model of abstraction and of refinement [22] in the CEGAR framework. In
the context of Abstract Interpretation several verification tools have been developed, such as [23] for
invariant discovery, and [24] for the detection of run-time errors.

A great number of verification tools and algorithms have been developed in the last years, for other
programming paradigms such as the object oriented one [25,26], for concurrent systems [27,28], and
many others.

Finally, the reader may refer to [29] for issues about verification decidability of (presburger) array
programs.

9 Conclusions

The work presented in this paper relates to the body of work developed within the counterexample-
guided (predicate) abstraction refinement paradigm [4,3,30-32,17]. We have proposed an alternative
abstraction and refinement schema for a subset of the C programming language that employs linear
arithmetics and arrays, which allows for the analysis of a wide class of imperative programs. At the
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core of our approach lies a model checking procedure for Linear Programs augmented with a symbol
for undefined values and conditional expressions. We have provided a formal semantics and a symbolic
model checking procedure for this extended class of Linear Programs. Preliminary experimental results
obtained with our prototype model checker EUREKA indicate that our procedure correctly analyses
programs on which other tools either fail or provide incorrect answers.
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