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Abstract. Iterative abstraction refinement has emerged in the last few
years as the leading approach to software model checking. In this con-
text Boolean programs are commonly employed as simple, yet useful
abstractions from conventional programming languages. In this paper
we propose Linear Programs as a finer grained abstraction for sequential
programs and propose a model checking procedure for this family of pro-
grams. We also present the eureka toolkit, which consists of a prototype
implementation of our model checking procedure for Linear Programs
as well as of a library of Linear Programs to be used for benchmarking.
Experimental results obtained by running our model checker against the
library provide evidence of the effectiveness of the approach.

1 Introduction

As software artifacts get increasingly complex, there is growing evidence that
traditional testing techniques do not provide, alone, the level of assurance re-
quired by many applications. To counter this difficulty, a number of model check-
ing techniques for software have been developed in the last few years with the
ultimate goal to attain the high level of automation achieved in hardware ver-
ification. However, model checking of software is a considerably more difficult
problem as software systems are in most cases inherently infinite-state, and more
sophisticated solutions are therefore needed. In this context, iterative (predicate)
abstraction refinement has emerged as the leading approach to software model
checking. Exemplary is the technique proposed in [2]: given an imperative pro-
gram P as input,

Step 1 (Abstraction) the procedure computes a boolean program B having
the same control-flow graph as P and whose program variables are restricted
to range over the boolean values T and F. By construction, the execution
traces of B are a superset of the execution traces of P.

* We are indebted to Pasquale De Lucia for his contribution to the development of a
preliminary version of the model checker described in this paper.



Step 2 (Model Checking) The abstract program B is then model-checked
and if the analysis of B does not reveal any undesired behaviour, then the
procedure can successfully conclude that also P enjoys the same property.
Otherwise an undesired behaviour of B is detected and scrutinised in order
to determine whether an undesirable behaviour of P can be derived from it.
If this is the case, then the procedure halts and reports this facts; otherwise,

Step 3 (Counterexample-driven Refinement) B is refined into a new bool-
ean program with the help of a theorem prover. The new program does not
exhibit the spurious execution trace detected in the previous step; then go
to Step 2.

While the approach has proven very effective on specific application areas such
as device drivers programming [2, 20], its effectiveness on other, more mundane
classes of programs has to be ascertained. Notice that since the detection of a
spurious execution trace leads to a new iteration of the check-and-refine loop,
the efficiency of the approach depends in a critical way on the number of spu-
rious execution traces allowed by the abstract program. Of course, the closer is
the abstraction to the original program the smaller is the number of spurious
execution traces that it may be necessary to analyse.

In this paper we propose Linear Programs as an abstraction for sequential
programs and propose a model checking procedure for this family of programs.
Similarly to boolean programs, Linear Programs have the usual control-flow
constructs and procedural abstraction with call-by-value parameter passing and
recursion. Linear Programs differ from boolean programs in that program vari-
ables can range over a numeric domain (e.g. the integers or the reals); moreover,
all conditions and assignments to variables involve linear expressions, i.e. expres-
sions of the form ¢y 4+ c1z1 + - - - + cpxy, Where ¢y, ..., c, are numeric constants
and 1, ..., T, are program variables ranging over a numeric domain. Linear Pro-
grams are considerably more expressive than boolean programs and can encode
explicitly complex correlations between data and control that must necessarily
be abstracted away when using boolean programs.

The model checking procedure for Linear Programs presented in this paper
is built on top of the ideas presented in [1] for the simpler case of boolean
programs and amounts to an extension of the inter-procedural data-flow analysis
algorithm of Reps, Horwitz, and Sagiv [24]. We present the eureka toolkit, which
consists of a prototype implementation of our model checking procedure for
Linear Programs as well as of a library of Linear Programs. Experimental results
obtained by running our model checker against the library provide evidence of
the effectiveness of the approach.

Structure of the paper. Section 2 introduces some basic definitions concerning
Linear Programs; Section 3 is devoted to our model checking procedure; Section 4
describes the eureka model checker, the benchmark problems, the experimental
results, and outlines our future work; finally, Section 5 draws some conclusions.



2 Linear Programs

Most of the notation and concepts introduced in this Section are inspired by, or
are extensions of, those presented in [1].
2.1 Syntax, Variables, Scope

The syntax of Linear Programs is shown in Table 1. As is customary, a super-
script * symbol denotes zero or more occurrences of the preceding item, whereas
+ denotes one or more.

Table 1. Syntax of Linear Programs. A program is denoted by the identifier prog.

prog = decl® proc* Global variables declaration
and procedure definition
decl .= int idT; Variable declaration
id := [a-zA-Z_][a-zA-Z0-9_]" Identifier
proc == 1id (id* ) decl” sseq Procedure declaration
sseq = Istmt™ Sequence of statements
lstmt = stmt Non-labelled statement
| id: stmt Labelled statement
stmt = ; Skip
| goto id; Go to
| id = expr; Assignment
| if (pred) { sseq } else { sseq }|Conditional
| while (pred) { sseq } Iteration
| assert (pred); Assertion
| id (id* ); Procedure call
pred = expr op expr Predicate
op =< > =<|>=|=]|I= Operator
expr 1= mon | mon + expr | mon - expr Linear expression
mon = u-mon | - u-mon Monomial
u_mon ::= const | id | const * id Unsigned monomial
const = [0-9]" Numeric constant

A Linear Program basically consists of global variables declarations and
procedure definitions; a procedure definition is a sequence of statements; and
a statement is either an assignment, a conditional (if/then/else), an iteration
(goto/while), an assertion or a skip (;), much like in ordinary C programs. Vari-
ables are of type int, and expressions can be built employing +, — and the usual
arithmetic comparison predicates =, #, <, >, <, >. A program is denoted by the
top-level identifier prog.

Given a Linear Program P consisting of n statements and p procedures, we
assign to each statement a unique index from 1 to n, and to each procedure a



unique index from n + 1 to n 4+ p. With s; we denote the statement at index 1.
For the sake of simplicity, we assume that variable and label names are globally
unique in P. We also assume the existence of a procedure called main: it is the
first procedure to be executed.

We define Globals(P) as the set of global variables of P; Formalsp(i) is
the set of formal parameters of the procedure that contains the statement s;;
Localsp(i) is the set of local variables and formal parameters of the procedure
that contains the statement s;, while sLocalsp(i) is the set of strictly local
variables (i.e. without the formal parameters) of the procedure that contains
statement s;; InScopep(i) is the set of variables that are in scope at statement
s;. Finally, Firstp(pr) is the index of the first statement of procedure pr and
ProcO fp(i) the index of the procedure belonging to the statement s;.

2.2 The Control flow Graph

The Control flow Graph of a Linear Program P is a directed graph Gp =
(Vp, Succp), where Vp = {0,1,...,n,n+ 1,...,n + p} is the set of vertices,
one for each statement (from 1 to n) and one Exit,, vertex for each procedure
pr (from n + 1 to n + p). Vertex 0 is used to model the failure of an assert
statement. Vertex 1 is the first statement of procedure main: 1 = Flirst p(main).
To get a concrete feeling of how a linear program and its control flow graph look
like, the reader may refer to the program parity.c, given in Figure 1.

As one can see, parity(n) looks reasonably close to a small, real C procedure
recursively calling upon itself n times whose task is to determine the parity of
its argument by “flipping” the global variable even, which ends up being 1 if
and only if x is even. Given the grammar of Table 1, the set Succp of possible
successors of a statement is defined in terms of the function Nextp. The sequence
of statements that have an sseq node as the parent of a statement s; is called the
containing sequence of s;. Let a(s;) the closest ancestor of a statement s; that
is a stmt node. If s; is not the last statement in its containing sequence, then
Nextp(i) is the statement immediately following s; in that sequence. Otherwise,
Neatp(i) is the statement immediately following a(s;) in its containing sequence,
if any, or the Exity, node, where pr = ProcOfp(i).

The set Succp(i) is defined in Table 2. T'succp(i) and Fsuccp(i) denote the
successors of a conditional statement, in the true and false branch, respectively,
and sSuccp (i) is the single successor of a statement, when |Sucep(i)| = 1.

2.3 Valuations and transitions

We now define valuations and transitions for a Linear Program. Let D be a
numerical domain, called the domain of computation. Given a vertex ¢ € Vp, a
valuation is a function w : InScopep (i) — D (it can be extended to expressions
inductively, in the usual way), and a state of a program P is a pair (i,w). A
state (i,w) is indtial if and only if ¢ = 1. State transitions in a linear program P



int x, even;

main(){
x = N;
even = 1;
parity(x);
if ( even==1 ) {

} else {
ERROR: ;
}

}

parity(m){

int i; ‘ :’

if ( n==0 ){ $ v i \L
; parity(i); o [ if(even==1)

} else { |
i=n-1; !
even = -1 * even; [ ; j [ ; }i
parity(i); N . :

RN » .
}
} [t

Fig. 1. The linear program parity.c and its control flow graph. The dashed lines
show the Nextp function, while the continuous lines the successor relation between
the vertices.

Table 2. The set Succp (7).

li [Succp (i)

goto(£)|{j}, where s; is the statement labelled ¢

x=e; |{Nextp(i)}

; {Newxtp(i)}

if {Tsuccp (i), Fsuccp (i)}, where Tsuccp (i) is the first
statement in the then branch, and F'succp(i) the

first statement in the else branch.

while |{Tsuccp (i), Fsuccp (i)}, where T'succp(4) is the first statement
in the body of the while loop, and Fsuccp(i) = Nextp(i).
assert |{Tsuccp (i), Fsuccp(i)}, where Tsuccp(i) = Nextp(i) and
Fsuccp(i) =n+p+ 1.

prie) |(Firstr (o)}

Exityr [{Nextp(j)|s; is a call to pr}




are denoted by (ig,w1) —% (ik+1,w2) where ix11 € Sucep(ix) and « is a label
ranging over the set of terminals:

Y(P) = {o} U{(call,i, o), (ret,i,d) : 3j € Vp s.t.
s; = call,i = Nextp(j),0 : Localsp(j) — D}.

The transition relation is defined in Table 3; terminals of the form (call,i,d) and
(ret,i,d) represent, respectively, entry and exit points of the procedure invoked

by s;. A path is a sequence (ig,wp) —p' (i1,w1) =% -+ =5 (in,wy,) such

Table 3. The transition relation (iy,w1) =% (tk+1,w2), ix+1 € Succp (ix).

L a | et | ws |
; o sSucep (i) w2 = w1
goto(£) o sSucep (i) w2 = w1

r=e o sSucep (i) w2 = w1[z/wi(e)]
if d = 7 then
if(d) ikt1 € Sucep (i)
while(d) o else if w1 (d) = true then w2 = w1
assert(d) ikt1 = Tsuccp(iy) else

ik+1 = Fsucep (i)

wa(z1) = wi(er)

Vx; € Formalsp (ix+1)
w2(g) = wi(9)

Vg € Globals(L)
wz2(g) = wi(g)

Vg € Globals(L)
wa(xr) = 0(z1)

Va; € Localsp(ik+1)

(call,i, ) where
pr(e) 0(z) = wi(x) sSucep(pr)
Va € Localsp(ix)

E:Eitpr (ret,ik+1,5> tht1 € SUCCP(ik)

Q41

that (ig,wg) —=p " (ik+1,wr+1) for k =0,...,n — 1. Notice that not all paths

represent potential execution paths: in a transition like (Exit,,,w:) H;}ret,w,&)
(i2,wa), the valuation § can be chosen arbitrarily and therefore ws is not guaran-
teed to coincide with w; on the locals of the caller, as required by the semantics
of procedure calls.

To rectify this, the notion of same-level valid path is introduced. A wvalid path
is a path (ig,wo) —%" (i1,w1) =% ... =% (in,wy) such that a;... ¢, is a
string of the language generated from nonterminal M by the following context-
free grammar:

V—elMV
V — (call,i,0)V  for all {call,i,d) € X (P)

A valid path from (ig,wp) to {(in,w,) describes the transmission of effects from
(0, wo) tO {in,wy) via a sequence of execution steps which may end with some



number of activation records on the call stack; these correspond to “unmatched”
terminals of the form (ret,,d) in the string associated to the path.

A same-level valid path is a path (ig,wo) =% (i1,w1) =% ... =B (in,wn)
such that a1 ..., is a string of the language generated from nonterminal M by

the following context-free grammar:

M —elol MM
M — (call,i,d)M(ret,q,6) for all (call,s,?d), (ret,i,d) € X(P)

A same-level valid path from (ig,wo) to {(in,wy) describes the transmission of
effects from (ig,wp) to (in,wy,)—where (ig,wq) and (i,,w,) are in the same
procedure—via a sequence of execution steps during which the call stack may
temporarily grow deeper (because of procedure calls) but never shallower than
its original depth, before eventually returning to its original depth. A state (i,w)
is reachable iff there exists a valid path from some initial state to (i, w). A vertex
i € Vp is reachable iff there exists a valuation w such that (i,w) is reachable.

3 Symbolic Model Checking of Linear Programs

The reachability of a line in a program can be reduced to computing the set
of valuations §2; such that (i,w) is reachable iff w € §2;, for each vertex ¢ in
the control flow graph of the program: the statement associated to vertex i
is reachable iff §2; is not empty. Following [1], our model checking procedure
computes (i) “path edges” to represent the reachability status of vertices and
(ii) “summary edges” to record the input/output behaviour of procedures. Let
i € Vp and e = Firstp(ProcOfp(i)). A path edge m; = (we,w;) of i is a pair

of valuations such that there is a valid path (1,wg) —%' -+ =% (e,we) and
a same-level valid path (e,w.) =3 -+ =% (i,w;) for some valuation wy. In

other words, a path edge represents a suffix of a valid path from (1, wg) to (i, w;).

Let i € Vp be such that s; = pr(es,...,en), let y1,...,y, be the formal
parameters of pr associated to the actuals eq,...,e, respectively, and let 7 =
(wi,wo) be a path edge of a vertex Exity,. A summary edge 0 = (w1,ws) of T is
a pair of valuations such that

1. wi(g) = wi(g) and wa(g) = we(g) for all g € Globals(P), and
2. wi(yj) = wilej) =wo(ej) for j=1,...,n.

The computation of the summary edges is one of the most important parts of the
algorithm. Summary edges record the output valuation wy of a procedure for a
given input valuation wy. Therefore, there is no need to re-enter a procedure for
the same input, since the output is known already. In some cases of frequently
called procedures and of recursion, this turns into a great improvement in per-
formance. We represent path edges and summary edges symbolically, by means
of Abstract Disjunctive Linear Constraints. In the rest of this section we give
the formal definitions needed and define the operations over them.



3.1 Representing path edges and summary edges symbolically.

A linear expression over D is an expression of the form cq + c1z1 + ... 4+ cpxp,
where cg, c1,...,c, are constants and x1,xs,...,x, are variables, both ranging
over D. A linear constraint is a relation of the form e < 0, e = 0, e # 0,
where e is a linear expression over D. A linear formula is a boolean combination
of linear constraints. A Disjunctive Linear Constraint D (DLC for short) is a
linear formula in disjunctive normal form (that is, a disjunction of conjunctions
of linear constraints). Formally, D =/, A\ ; Cij» where ¢;; are linear constraints.
The symbol T stands for a linear formula that is always true, while | stands
for an unsatisfiable linear formula. An Abstract Disjunctive Linear Constraint
(ADLC for short) is an expression of the form AxAx’.D, where D is a DLC, and
x,x’ are all and the only variables in D.! The following operations over DLCs
are defined:

- Application. Let Axx’.D be an ADLC and s and t be vectors of linear ex-
pressions with the same number of elements as x. The application of Axx'.D
to (s,t) is the DLC obtained by simultaneously replacing the i-th element
of x (x') with the i-th element of s (t resp.).

- Conjunction. Let Dy and Dy be two DLCs, then Dy M Dy is any DLC for
D1 A Dy. Conjunction is extended to ADLCs as follows. Let §; and do be
two ADLCs. Then, d; Md2 = Axx’.(d1(x,x") M Ja(x,x")).

- Disjunction. Let Dy and Dy be two DLCs, then Dy U D5 is D1V Ds. Disjunc-
tion is extended to ADLCs in the following way. Let §; and d5 be two ADLCs.
Then, 01 Uy = Axx’.(01(x,x) U d2(x, %)) = Axx'.(01(x, %) V d2(x,x")).

- Negation. Let D be a DLC. Then ~D is obtained by putting the negation
=D of D in disjunctive normal form. Negation is extended to ADLCs in the
following way: ~§ = Axx’.(~d(x,x’)).

- Quantifier Elimination. Let D be a DLC, then 3x.D is any DLC equivalent
to D obtained by eliminating from D the variables x.

- Entailment. Let §; and 5 be two ADLCs, 61 C 65 iff all the pairs of valuations
satisfying 07 satisfy also do: &1 T 09 iff 61 (x,%X’) Fp d2(x,x’). With the
subscript D in E=p we denote that assignments over variables range over D
and the symbols 4+, —, =, #, < have the intended interpretation.

Summary Edges. Let ¢ be a vertex of Vp for a procedure call, say s. = pr(a),
and let ¢ be the exit vertex of pr. Let y = Formalsp(i), x = InScopep (i), z =
sLocalsp (i), g = Globals(P); then Lift, (0) = \gg'y.3zz'y’.0(x,x’). A summary
edge of a procedure pr records the “behaviour” of pr in terms of the values of
the global variables just before the call (i.e. g) and after the execution of pr (i.e.
g’). These valuations depend on the valuations of the formal parameters (i.e. y)
of pr.2

! For sake of simplicity, in the rest of the paper we will write Axx’.D instead of
Ax)x'.D.

2 Note that our concept of Summary Edge is slightly different from the one described
in [1].



Transition Relations. From here on, we will use the expression x’ = x as a
shorthand for o} = 1 A ... Az, = z,. Let Exitp be the set of exit vertices
in Vp, Condp be the set of conditional statements in Vp, and Callp be the
set of all procedure calls in Vp. We associate with each vertex i of Vp \ Exitp
a transfer function, defined as follows: if s; is a ; or a goto statement, then
7 = Axx'.(x’ = x) where x = InScopep(i); if s; is an assignment of the form
y=e, then 7, = Axx'A\yy’.(y' = e A x = x') where x = InScopep(i) \ y; if
i € Callp, i.e. s; is of the form pr(a), then 7; = \y'gg’ . Jyzz' .(y = anx =
x') where y = Formalsp(Firstp(pr)), z = Localsp(i), x = InScopep(i) and
g = Globals(P); finally, if i € Condp, that is, s; is of the form if(d(x)),
while(d(x)) or assert(d(x)), then 7; tyue = Axx’.(d(x") %" = x), and 7; faise =
Axx’.((Yd(x')) Mx’ = x), where x = InScopep(3).

The Join Functions. We now define the Join and the SEJoin functions. The
first one applies to a path edge the given transition relation for a vertex, while
the second one is used only during procedure calls, adopting the summary edge
as a (partial) transition relation.

Let § be an ADLC representing the path edges for a given vertex ¢ and
let 7 be an ADLC representing the transition relation associated with ¢; then
Join(9, T) computes and returns the ADLC representing the path edges obtained
by extending the path edges represented by 0 with the transitions represented
by 7. Formally, Join(d,7) = Axx'.3x"”.(6(x,x") N 7(x",x)).

Let § be an ADLC representing the path edges for s; = pr(a) and let o be
an ADLC representing the summary edges for pr. The Join operation between
0 and o is defined as follows. Let g = Globals(P), y = Formalsp(Firstp(pr)),
z = Localsp(i); then SEJoin(d,0) = A\gg'zz'.3g”.(3y’.(c(g',g",y)Na' =y’))N
(g g",2,2").

Self Loops. SelfLoop(d) is used to model the semantics of procedure calls, by
making self loops with the target of the path edges. Formally, given an ADLC
0, SelfLoop(0) = Axx'.3Ix".(§(x,x") Mx" = x’).

3.2 The Model Checking Procedure

The Model Checking procedure works by incrementally storing in an execution
stack the next statement to be analyzed, by computing path edges and summary
edges accordingly, and by removing the processed statement from the execution
stack. Also, a call stack is maintained in order to keep track of the return points
of each procedure called.

Let E be the execution stack and C be the call stack. Moreover, let P be an
array of n +p+ 1 ADLCs and S be an array of p ADLCs®. P collects the path

3 We recall that n is the number of statements, and p is the number of procedures.
With P; and S; we denote the i-th element of the arrays.



edges of each vertex of the control flow graph, and S collects the summary edges
of each procedure.

We define the initial state of our procedure as a 4-uple (1.6, Pl e, Sl), where
Pl = \xx'.(x = x') with x = InScopep(1) and P} = \yy’.L for each 0 < i <
(n+ p) such that 7 # 1, and S} = \yy’. L for each 1 < j < p.

We also need to define a function that updates the array P of the path
edges and the execution stack E, when needed. Given a vertex j (the next to
be verified), the current execution stack E = i.is, an ADLC D (the one just
computed for vertex i), and the array P of path edges, the function returns the
pair containing the updated execution stack E’ and the updated array P’ of
path edges, according to the result of the entailment check D T P;. We refer to
this function as the “propagation” function prop.

prop(js iis, D, P) =
(is, P) otherwise.

A generic transition of the procedure is of the form (E, P,C, S) — (E’, P',C",S),
where the values of E’, P’,C’ S’ depend on the vertex being valuated, that is,
on the vertex on top of the execution stack. Let ¢ be the vertex on top of E, that
is, B = 1.is. The procedure evolves according to the following cases.

Procedure Calls. Let s; = pr(a), p = Exity,, l; = SelfLoop(Join(P;, 7;)), and
r; = SEJoin(P;, Sp). In this case the procedure is entered only if no summary
edge has been built for the given input. This happens if and only if I; does
not entail Pygycep(i); Otherwise the procedure is skipped, using r; as a (partial)
transition relation. The call stack is updated only if the procedure is entered. If

l; /IZ -PsSuccP(i)a then

E' = sSucep(i).is,
P" = P[(Pssucep(s) Uli)/sSuccp(i)],
C'=i.C, and S’ = S.

Otherwise, (E’, P’) = prop(Nextp(i), E,r;, P), C'=C,and S’ =S.

Return from Procedure Calls. Let i € Exitp, C = c.cs, and s = Lifte(F;).
When an exit node is reached, a new summary edge s is built for the procedure.
If it entails the old summary edges S;, then S’ = S; otherwise s is added to S’.
Note that the call stack may never be empty, while applying this rule. If s [£ S;
then

(E',P") = prop(Nextp(c), E,SEJoin(P;, S; Us), P),
C'=cs, and S =S[(S;Us)/i].

Otherwise, £/ = E, P'=P, C'=c¢s,and S’ =S.



Conditional Statements. Both of the two branches of the conditional state-
ments have to be analyzed. Therefore, the execution stack and the array of
path edges have to be updated twice, according to the propagation function. Let
i € Condp, then

(E",P") = prop(Fsuccp(i), E, Join(P;,7; faise), P),
(E',P") = prop(Tsuccp(i), E", Join(P;, Ti true), P"),
C'=C,and 8’ = S.

Other Statements. In all other cases the statements do not need any special
treatment, and the path edges are simply propagated the single successor. If
i € Vp\ Condp \ Callp \ Exitp, then

(E',P") = prop(sSuccp(i), E, Join(P;, ), P),
C'=C,and 8’ = S.

When no more rules are applicable, P contains the valuations of all the vertices
of the control flow graph and S contains the valuations that show the behaviour
of every procedure given the values of its formal parameters. As a result, if
the ADLC representing a path edge for a vertex is L, then that vertex is not
reachable.

4 The eureka Toolkit

4.1 The Model Checker

We have implemented the approach described in the previous Section in a pro-
totype system called eureka. eureka is written in about 2300 lines of (Sicstus)
Prolog and employs, among the others, two main modules: (i) each time a Join
operation is performed, a Prolog module QF is used, which performs quanti-
fier elimination on an ADLC; in the current version of eureka, QF employs the
Fourier-Motzkin method (see, e.g.,[22]); (ii) each time an entailment check is per-
formed, an external ground decision procedure for Linear Arithmetic is called
upon. While the previous version of eureka was able to perform only proposi-
tional entailment checks, making the procedure highly incomplete, the current
version makes use of ICS 2.0 [17] to this end. In doing so the implementation of
our procedure is now sound and complete with respect to the entailment checks?.
Moreover, for each vertex i of the control flow graph the maximal number of vari-
ables in the ADLC for i is O(|inScopep(i)]), and this helps the QE module not

increasing its execution time.

4 We translate <,> to <,> adding 1 or —1 to the constants involved; the Fourier-
Motzkin method works on the real numbers, whereas Linear Program variables range
over the integers; this may lead to false negatives, but the problem has not arisen in
practice so far.



4.2 The Benchmarks

In order to test the effectiveness and efficiency of our approach, we have devised a
library of Linear Programs, that we call the eureka library, consisting of example
programs grouped by their shape and characteristics. The library is realized
in order to be (a) sufficiently close to real programming, given the intrinsic
limitations of Linear Programs, (b) flexible enough to stress different aspects of
the computation, (c¢) easily synthesizable from a set of templates and parameters.
We have first identified four aspects of Linear Programs computation we are
interested in (i) data: how much does the program stress data structures, i.e.,
to what extent does it sum, subtract and compare numerical values? Moreover,
how many global and local variables are involved in arithmetic computations?
(#i) control: how many conditionals are there in the program, that is, how
complex is the control flow graph, and how complex are the conditions to be
tested in the conditionals? (%ii) iteration: how many iteration statements are
there in the program, how complex are the iteration conditions and statements
enclosed in the iteration blocks, and how many times is the block iterated? (iv)
recursion: does the program make use of recursion? And, if so, how deep is it
and how complex are the data manipulated in recursive procedures?

We have then devised six families of Linear Programs, of increasing expres-
sivity (and, supposedly, difficulty), by building six template programs, each one
stressing one or more of the above computation aspects. Each family is gen-
erated by instantiating the template according to a non-negative number N,
somehow representing the hardness of a single instance. Here goes a descrip-
tion of the six families: swap_seq.c(NN) defines two global variables and calls
2N times a procedure swap() which swaps their values; swap_iter.c(N) does
the same, but swap() is called N times from within a while() statement;
parity.c(N) evaluates the parity of a natural number N using a recursive
procedure; delay_iter.c(N) defines a procedure delay() which implements
a delay via an empty, fixed-length loop; the procedure is then, in turn, called
upon N times from within a while () statement; delay recur.c(N) defines a re-
cursive procedure delay(n) which implements a delay by recurring n times; like
in delay_iter.c(N), the procedure is then called upon N times from within a
while() statement; sum.c(N) evaluates the sum of the first N natural numbers
using a while() statement.

Lastly, willing to have an estimate of the hardness of each family, we have
ranked them according to the number of aspects stressed; we have also noted
how many global/local variables are defined in the program (local variables also
include procedure formals), and how many conditions and/or iteration blocks
involve them. The idea is that, because of the way our approach is structured,
we expect long iteration loops, involving several variables, to be hard, since they
potentially generate complex path/summary edges. Table 4 gives an account of
this classification. All programs are roughly 30 lines long, except swap_seq.c(N),
whose length grows linearly with N. The eureka library is publicly available at
the URL http://www.mrg.dist.unige.it/eureka.



Table 4. A library of benchmark Linear Programs. For each family, parametrised by
N, the computation aspects stressed are listed, plus the number of (G)lobal and (L)ocal
variables, of (C)onditions and (I)teration blocks.

|Pr0gram name |data|control|iteration|recursi0n‘G/L|C/I|
swap_seq.c(V) Vv 2/11/0
swap-iter.c(N) Vv Vv V4 2/212/1
parity.c(N) V4 V4 V4 2/22/0
delay_iter.c(N) | / Vv Vv 0/213/2
delay recur.c(N)| +/ V4 Vv v 0/313/1
sum. c(NV) V4 V4 4 2/1(4/2

4.3 Experimental results

We have run eureka on the eureka library. All tests were performed on Pentium
IV 1.8GHz machines, equipped with Linux RedHat 7.2. The memory limit was
set automatically by Sicstus Prolog to 128 MB. The results obtained are visible
in Figure 2. Graphs have N on the z-axis and CPU time on the y-axis; the
curves plotted on each graph denote the total CPU time required to verify each
program, the time spent by ICS and the time spent by the QF module, as N
grows. Moreover, for each graph, we report the percentage of total CPU time
spent in the QF module and in ICS for the hardest instance. A more detailed
analysis follows, for each graph.

swap_seq.c(NV): as expected, this program presents a simple linear pattern,
given by its sequential nature. As N grows, swap() is called upon repeatedly,
but the summary edges do not change, so that once they have been calculated,
they need not be re-calculated any longer. As a consequence, the model checking
time (that is, total time minus QF and ICS time) dominates; QF time grows
much more slowly, and ICS time is constant (entailment check needs be done
just once).

swap_-iter.c(N): times grow quite fast, with model checking time domi-
nating overall, and ICS time dominating quantifier elimination. This is due to
the fact that the number of entailment checks is O(N), one for each iteration,
whereas the iteration block only involves one variable, an easy task for QF. In-
terestingly, the summary edge for the procedure swap () just needs be calculated
twice (the two initial values of the global variables, and their swapped values)
and does not grow any longer.

parity.c(IN): the curve presents a strong oscillating component, which is
entirely due to ICS. In fact, ICS time dominates completely, and the number of
calls to ICS grows linearly. If we ignore the oscillating component, we notice that
the time starts rising for NV > 30. Quantifier elimination is basically irrelevant.
Considering again the structure of parity.c(NV) (see Figure 1), it is clear that
parity() is called x times, each time with a different actual argument and a
different value of the variable even. This implies that parity()’s summary edge
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Fig. 2. Experimental results. Each graph shows the total CPU time, the time spent by
ICS and the time required by the QFE module, as N grows; each caption indicates the
program family and the percentage of total CPU time spent in the QE module and in
ICS for the hardest instance.



must be recalculated (and grows) at each recursion, making ICS’s task harder
and harder. We have no explanation so far for ICS’s oscillating behaviour.
delay_iter.c(NV): this program behaves like swap_iter.c(N). This seems
surprising at first, since it defines no global variables, whereas swap_iter.c(NV)
has 2. A closer analysis reveals that in this case the summary edge (associ-
ated with delay()) must be calculated O(N) times, but turns out to be empty
each time, since there are no globals and no formals. Therefore, analogously to
swap_iter.c(NN), it does not grow as the computation proceeds.
delay_recur.c(N): though it uses both iteration and recursion, this program
behaves much like parity.c(N) and swap_iter.c(N). The reason lies, once
again, in the way the summary edge of delay(n), which in this case does depend
on a formal parameter, is calculated. It is first calculated for n = 0; at the

next call to delay(n), with n = 1, it needs be calculated only for n = 1,
since the procedure has already been called upon with n = 0; same goes for
n=2,3,...,N. As a result, its overall calculation is not too expensive.

sum.c(N): figure 2 shows that this is a particularly hard program. In fact,
already for N = 4, the path edge to be propagated within the while () statement
that computes the sum becomes so complicated that the QF module runs out
of memory. In fact, the total CPU time is dominated by the QF time.

int n, sum;
main(){
int i;
n=0N;
i=1;
sum =
while
sum

3
i<=n ){
sum + i;

N ~o

while(i<=n)
i=1i+1;

}

if ( sum < 2%n ){

ERROR: ;

} else {

[ sum = sum-+i; J [ if(sum<=2*n) J

| |
| =) 0

} BXitrain
}

Fig. 3. sum.c(N) and its control flow graph.

Consider Figure 3, which shows the program and its control flow graph;
the reason for its particular hardness is that the iteration condition, and the
assignments inside the loop altogether, involve 3 variables (plus their primed and
doubly primed counterparts, according to the procedure description of section



3, reaching a total of 9 variables). Subject to four iterations, at each of which no
entailment is discovered, the path edge quickly becomes huge and the Fourier-
Motzkin method suffers from space explosion.

Discussion Not all our expectations were met by the experimental results. In
particular, one would expect problems to get harder and harder as more struc-
tural characteristics are added: data-intensivity, iteration, recursion; also, an
increase in difficulty is usually associated with the number of lines of code. In
fact, the real bottlenecks occur in the computation of path edges and summary
edges. They can become prohibitively expensive as more and more variables and
assignments are involved in long loops or deep recursions. For example, con-
sider sum.c again: during the evaluation of sum.c(4), the quantifier elimination
module gets stuck, although the iteration loop does not look particularly hard.

As far as efficiency and effectiveness are concerned, eureka behaves quite well
on most of the library, gracefully handling both iteration and recursion, and
showing some interesting properties of scalability.

Comparative Results. Only few comparative tests have been possible, since
one of the main systems able to tackle Linear Programs, namely SLAM [2],
is not publicly available; we compared our results with the BLAST toolkit [20]
instead. BLAST is a model checker for C programs that implements the abstrac-
tion/refinement paradigm “lazily”, that is, when an error in the model is found, it
does not refine the whole abstraction that has been built, but only the fragment
of code that generated the spurious trace. It must be remarked that this system
(as well as [2]) is not tailored for Linear Programs, but for a superset of them?®.
We have run BLAST against the iterative programs of the eureka library, that is,
against swap_seq.c, swap_iter.c, delay_iter.c, and sum.c with the following
results. The error it usually reported was about the infeasibility of discovering
new predicates during the refinement process. It happened on swap_seq.c(1),
swap_iter.c(2), and on sum(3). Only on delay_iter.c BLAST demostrated a
very good scalability property. The reader may look at Figure 4.

4.4 Future Work

Still a lot of work has to be done. Firstly, since the eureka model checker is
a prototype tool, it can be heavily optimized, for example by adopting gaus-
sian elimination for resolving equalities instead of the Fourier-Motzkin method
or, more radically, by replacing it with the Omega library [21]. Also, since the
reachability problem is undecidable in general, we plan to cope with the non ter-
mination of our model checking procedure by investigating the use of widening
techniques [15,4]. In doing so, one has to be aware that the procedure may termi-
nate with some false positive results. Lastly, we are also working on abstraction.

® The BLAST toolkit is able to verify C programs endowed with pointers and struc-
tures, for example, with the only constraint that the programs have not to be recur-
sive.
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Fig. 4. Some comparative results between BLAST and EUREKA

Since eureka only works on Linear Programs, we argue it may be possible to
build a tool able to abstract from “usual” C programs (for instance including
structures, pointers and array) to Linear Programs. The improvements described
above, when done, will be tested against the eureka library, that will be growing
with new programs of increasing difficulty and new categories.

5 Conclusions

We have proposed Linear Programs as an alternative model for sequential pro-
grams to be used in the context of the abstraction/refinement paradigm. Linear
Programs are a less abstract and more expressive model than boolean programs,
and can explicitly encode complex correlations between data and control, allow-
ing a great reduction of the inefficiencies due to the iterative refinement process.

We have also described and implemented a model checking procedure for Lin-
ear Programs. The prototype implementation, called the eureka model checker,
has been tested against the eureka library, a set of benchmark programs built to
stress different aspects of computation. As shown in section 4, the experiments
reveal that the approach is not only viable, but also promising.
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